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Abstract

Currently, the�elds of impactanalysisandpolicy basedman-
agementaretwoimportantstoragemanagementtopicsthatare
not beingtreatedin an integratedmanner. Policy-basedstor-
age managementis beingadoptedbymoststorage vendors be-
causeit lets systemadministrators specifyhigh level policies
and moves the complexity of enforcing thesepolicies to the
underlyingmanagementsoftware. Similarly, proactiveimpact
analysisis becomingan importantaspectof storage manage-
mentbecausesystemadministrators want to assessthe impact
of makinga change before actually makingit. Impactanaly-
sis is increasinglybecominga complex taskwhenoneis deal-
ing with a large numberof devicesandworkloads.Addingthe
policy dimensionto impactanalysis(that is, whatpoliciesare
beingviolateddueto a particular action) makesthis problem
evenmore complex.

In thispaperwedescribea new frameworkanda setof opti-
mizationtechniquesthat combinethe �elds of impactanalysis
andpolicy management.In this framework systemadministra-
tors de�ne policiesfor performance, interoperability, security,
availability, and thenproactivelyassessthe impactof desired
changesonboththesystemobservablesandpolicies.Addition-
ally, the proposedoptimizationshelp to reducethe amountof
dataandthenumberof policiesthatneedto beevaluated.This
improvesthe responsetimeof impactanalysisoperations. Fi-
nally, wealsoproposea new policy classi�cation schemethat
classi�espoliciesbasedon thealgorithmsthat canbeusedto
optimizetheir evaluation.Such a classi�cation is usefulin or-
der to ef�ciently evaluateuser-de�ned policies. We presentan
experimentalstudythat quantitativelyanalyzesthe framework
andalgorithmson real life storage areanetworkpolicies.The
algorithmspresentedin thispapercanbeleveragedbyexisting
impactanalysisandpolicy enginetools.

1 Intr oduction

The sizeandscaleof the storageinfrastructureof most
organizationsis increasingataveryrapidrate.Organiza-
tionsaredigitizing andpersistentlystoringmoretypesof

data,andarealsokeepingolddatalonger, for compliance
andbusinessintelligencemining purposes.Thenumber
of systemadministratorsrequiredto managestoragealso
increasesasa functionof thegrowth in storagebecause
thereis a limit to theamountof storagethatcanbeman-
agedby a singleadministrator. This limit is dueto the
numberof complex tasksthatasystemadministratorhas
to perform suchas changeanalysis,provisioning, per-
formancebottleneckanalysis,capacityplanning,disaster
recoveryplanningandsecurityanalysis.

The focusof this paperis on oneof theseimportant
problemsnamelychange analysis. This paperprovides
a framework andasetof algorithmsthathelpsystemad-
ministratorsto proactively assessthe impactof making
changesin a storageareanetwork (SAN) beforemak-
ing theactualchange.Currently, administratorsperform
impactanalysismanually, basedon theirpastexperience
andrulesof thumbs(bestpractices).For example,when
anew hostis added,theadministratorshaveto makesure
thatWindows andLinux hostsarenot put into thesame
zoneor while addinga new workload,they have to en-
surethattheintermediateswitchesdonotgetsaturated.

Manuallyanalyzingthe impactof a particularchange
doesnot scalewell as the size of the SAN infrastruc-
tureincreaseswith respectto thenumberof devices,best
practicespolicies, and numberof applications. Thus,
deploymentof new applications,hostsandstoragecon-
trollers takesin theorderof daysor weeksbecausesys-
temadministratorsdeploy thesystemandthenreactively
try to correctthe problemsassociatedwith the deploy-
ment. Typically changemanagementtools have been
very reactive in their scopein that they keepsnapshots
of the previous stateof the system,andthe administra-
tors eitherrevert to or comparethe currentstatewith a
previousstateafterencounteringaproblem.

Additionally, administratorsdo not have a way of as-
sessingtheimpactof theirproposedchangewith respect
to a future stateof the system. For example,a system
administratorcould potentiallyallocateincreasedband-



width to an applicationby taking only the currentload
into account. However, this could con�ict with other
scheduledjobsor known trendsin workloadsurgesthat
will increasetheloadonthesystemin thefuture.Thus,it
is importantfor systemadministratorsto assessthe im-
pact of their action not just with respectto the current
stateof thesystembut alsowith respectto futureevents.

1.1 Contributions

In order to addressthe above describedproblems,we
presentthe Zodiac framework. The Zodiac framework
enables system administrators to proactively assess
the impact of their actions on a variety of system
parameterslike resourceutilizationsandexistingsystem
policies,beforemakingthosechanges.Proactivechange
managementanalysisis animportantproblemandis cur-
rently receiving the deserved attention[26, 21, 23, 29].
ThroughZodiac,wemake thefollowing contributions:

1. Integration with Policy basedManagement: The
key aspectof our analysisframework is that it is tightly
integrated with policy based storage management.
Currently, policy-basedmanagementis being incorpo-
ratedinto mostvendor's storagemanagementsolutions.
Best-practices, service class goals, interoperability
constraints, are speci�ed as policies in the system.
Thus, in essencewe arecombiningthe areasof impact
analysisandpolicy based-management.Zodiacallows
administratorsto specify their rules of thumb or best
practiceswith respectto interoperability, performance,
availability, security as policies. It then assessesthe
impact of user actions by checking which of these
policies are being violated or triggered. Zodiac also
assessestheimpactof creatingnew policies.

2. Scalability and Ef�ciency: Most systemadmin-
istratorswant to assessthe impact of their changesin
real-time. A quick feedbackon a proposedchange
encouragesa system administrator to try out many
alternatives.Thethreemajorcomponentsthatcontribute
towardsthe executiontime of impactanalysisprocess-
ing are: a) numberof policies b) size of the storage
infra-structurec) analysistime window (that is assess
the impact of an action for a time window of a day, a
week or a month). An impact analysisengineshould
be ableto scaleupto big SANs with 1000hosts(found
in many of today's data centers)and a few hundred
policies. In this paper, we provide algorithmsanddata
structuresthat help to reducethe amountof SAN data
that is examinedduring impactanalysis,the numberof
policiesthat needto be evaluated,anda framework for
performingtemporalimpactanalysis.

3. Classi�cation Framework: One of the interesting
result of the algorithm designeffort in Zodiac is that
we have designeda new methodfor classifying SAN
policies based on the optimization techniquesthey
employ. This, in turn, canalsobeusedby generalSAN
policy evaluation enginesto optimize their evaluation
mechanisms.During policy speci�cationperiod,policy
designerscan specify the policy type (as per this clas-
si�cation) asa hint to the policy engineto optimize its
evaluation.

Therestof thepaperisorganizedasfollows.Section-2
providesthenecessarybackgroundwith respectto policy
de�nitions, andSAN operations.Relatedwork is pre-
sentedin Section-3. The overview of our architecture
is presentedin Section-4followed by the detailsof our
implementationin Section-5. In Section-6,we discuss
threeimportantoptimizationalgorithmsthathelp speed
up theoverallanalysisprocess.Theexperimentalframe-
work andthe resultsevaluatingtheseoptimizationsare
presentedin Section-7.We discussrelatedoptimizations
in Section-8.Finally, we concludein Section-9.

2 Background

This sectionpresentsthenecessarybackgroundmaterial
for this paper. Section-2.1containsa discussionon the
typeof SAN policiesconsideredin this paper. Section-
2.2 provides the detailsof the storageresourcemodels
andSection-2.3presentsa list of what-if operationsthat
one can perform. In summary, one can de�ne various
policieson theSAN resourcesandusingour framework,
analyzetheimpactof certainoperationsonboththeSAN
andits associatedpolicies.

2.1 Policy Background

Thetermpolicy is oftenusedby differentpeoplein dif-
ferentcontextsto meandifferentthings.Forexample,the
termsbestpractices,rule of thumbs,constraints,thresh-
old violations,goals,rulesandserviceclasseshavebeen
referredto as policies by different people. Currently,
most standardizationbodiessuchas IETF, DMTF, and
SNIA refer to policy asa 4-�eld tuple wherethe �elds
correspondto an if condition, a then clause,a priority
or businessvalueof thepolicy anda scopethatdecides
when the policy shouldbe executed. The then clause
portioncangenerateindications,or triggertheexecution
of otheroperation(actionpolicies),or it cansimply be
informative in nature(write a messageto the log). [1]
describesthevariousSAN policiesfoundrelevantby do-
mainexperts. In this paper, within thestorageareanet-
work (SAN) domain,wedealwith thefollowing typesof
policies:



� Inter operability: Thesepoliciesdescribewhatde-
vicesareinteroperable(or not)with eachother.

� Performance: Thesepoliciesareviolation policies
thatnotify usersif theperformanceof theirapplica-
tions (throughput,IOPsor latency) violate certain
thresholdvalues.

� Capacity: Thesepolicies notify usersif they are
crossinga percentage(threshold)of the storage
spacehasbeenallottedto them.

� Security and AccessControl: Zoning and LUN
maskingpoliciesarethemostcommonSAN access
control policies. Zoning determinesa setof ports
thatcantransferdatato eachotherin theset. Sim-
ilarly, LUN maskingcontrolshost access(via its
ports)to storagevolumesat thestoragecontroller.

� Availability: Thesepoliciescontrol thenumberof
redundantpathsfrom thehostto thestoragearray.

� Backup/Recovery: Thesepoliciesspecify the re-
coverytimerecoverypoint, recoverydistance,copy
size and copy frequency to facilitate continuous
copy andpoint-in-timecopy solutions.

2.2 StorageResourceModel

In order to perform impact analysis,storageresource
modelsareusedto modeltheunderlyingstorageinfras-
tructure.A storageresourcemodelconsistsof a schema
correspondingto various entities like hosts, host bus
adapters(HBAs), switches,controllers, the entity at-
trib utes (e.g. vendor, �rmw are level), containerrela-
tionshipsbetweenthe entities(HBA is containedwith
a host),andconnectivity betweentheentities(fabricde-
sign). Theseentitiesandattributesareusedduring the
de�nition of a policy aspart of the if-condition andthe
then clause. For a speci�c policy, the entitiesand the
attributes that it usesare called its dependententities
anddependentattributesrespectively. The SNIA SMI-
S [28] modelpresentsa generalframework for naming
andmodelingstorageresources.

In addition to the schema,a storageresourcemodel
alsocapturesthebehavioral aspectsof theentities. The
behavioral aspects,calledmetrics, representhow a re-
sourcebehavesunderdifferentworkloadandcon�gura-
tion conditions.Thebehavioral modelsareeitheranalyt-
ically speci�ed by a domainexpert [30], or deducedby
observinga livesystem[3] or acombinationof both.

Figure-1showsthebasicSAN resourcemodelthatwe
considerin this paper. Our resourcemodelconsistsof
hosts,HBAs, ports,switches,storagecontrollers,zones,
andvolumeentities,andhostto HBA, port to HBA, port
to zonecontainmentrelationshipsandport to port con-
nectionrelationships.In addition, thereexists a parent
entity classcalleddevice, which containsall the SAN

devices. The device entity classcan be usedto de-
�ne global policies like all devicesshouldhaveunique
WWNs. Pleasenotethat our framework andtechniques
arenot limited to this modelonly but insteadcanalsobe
usedin moregeneralizedstorageinfrastructuremodels.
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Figure1: SAN ResourceModel. A singleSAN pathis
highlighted.Shadedportsrepresentzonecontainment.

2.3 SAN Operations:

Using Zodiac,the following typesof operationscanbe
analyzedfor impact.

� Addition/Deletionof PhysicalResourceslike hosts,
switches,HBAs, andstoragearrays.

� Addition/Deletionof Logical Resources like vol-
umesandzones.

� Accesscontrol operations by addingor removing
portsto zonesor similarLUN maskingoperations.

� Addition/Deletionof Workloads. Also, the require-
ments(throughput,latency) of a workloadcan be
modi�ed. Werepresentaworkloadasasetof �o ws.
A �o w canbethoughtof a datapath(Figure-1)be-
tweena hostanda storagecontroller. A �o w starts
atahostport,andgoesthroughintermediateswitch
portsandendsat a storagecontrollerport.

� Addition/Deletionof Policies. Pleasenotethat we
do not focus on con�ict detectionanalysiswithin
policiesin this paper.

3 RelatedWork

With thegrowth in amountof storageresources,therehas
beena stronginitiative for automatingvariousmanage-



menttasksandmakingsystemsself-suf�cient [2, 4, 18,
10]. Most of this researchhasfocusedon variousplan-
ning tasks- capacityplanning, including Minerva [2],
Hippodrome[4], Ergastulum[5]; fabric planning like
Appia [32, 33], anddisasterrecoveryplanning[22, 23].

Impact analysis, also referred to as “what-if” or
change-managementanalysis,is anothercloselyrelated
managementtask.Someof theplanningwork described
abovecanactuallybeusedfor suchanalysis.For exam-
ple, Ergastulum[5] canbe usedto analyzestoragesub-
systemsandKeetonetal's [23] helpsin analyzingdisas-
ter recoveryscenarios.Anotherrecentwork by Thereska
et al. [29] provides what-if analysisusing the Self-*
framework [18]. Therealso exist tools and simulator
like [21, 34] that provide impact analysisfor storage
controllers. Most of the what-if approachesutilize de-
vice and behavioral modelsfor resources. Signi�cant
amountof researchhasbeendoneboth in developing
suchmodels[30, 3, 27, 31, 34] and using thosemod-
els[14, 11, 25, 8].

Zodiacis differentfrom existingimpactanalysiswork,
due to its closeintegration with policy basedmanage-
ment. Using Zodiac, an administratorcan analyzethe
impact of operationsnot only on systemresourcesbut
also on systempolicies. In addition, the analysisac-
countsfor all subsequentactionstriggeredby policy ex-
ecutions.As we describelater, ef�cient analysisof poli-
ciesis non-trivial andcritical for overallperformance.

TheOnaroSANscreenproduct[26] providesasimilar
predictive changemanagementfunctionality. However,
from thescarceamountof publishedinformation,webe-
lieve thatthey only analyzetheimpactfor a smallsetof
policies(mainly security)anddo not considerany trig-
geredpolicy actions.We believe this to beanimportant
shortcoming,sincetypically administratorswould spec-
ify policy actionsin orderto correcterroneouseventsand
wouldbemostinterestedin analyzingtheimpactof those
triggeredactions.TheEMC SAN Advisor [16] tool pro-
videssupportfor policy evaluations,but is notanimpact
analysistool. Secondly, it pre-packagesits policiesand
doesnotallow speci�cationof custompolicies.

In thepoliciesdomain,therehasbeenwork in thear-
easof policy speci�cation[12, 7], con�ict detection[17]
andresourcemanagement[24]. The SNIA-SMI [28] is
alsodevelopinga policy speci�cationmodel for SANs.
To the bestof our knowledge,theredoesnot exist any
SAN impact analysisframework for policies. [1] pro-
posedapolicy basedvalidationframework,whichis typ-
ically usedasaperiodiccon�gurationcheckerandis not
suitablefor interactive impactanalysis.
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Figure2: Architecture

4 Ar chitecture Overview

In this section,we provide an overview of the Zodiac
architectureandits interactionwith otherSAN modules.

4.1 Zodiac: Big Picture

The goal of the impactanalysisengine,like Zodiac, is
to predictthestateandbehavior of theSAN oncea de-
siredoperationis performed.In orderto evaluatethenew
state,theengineneedsto interactwith variousSANmod-
ulesto gettherelevantinformation,likedeviceattributes,
policies. The overall picture of suchan eco-systemis
shown in Figure-2. In this eco-system,Zodiacinteracts
with thefollowing modules:

� SANMonitor: The foremostinput requirementis
thestateof theSAN, which is obtainedfrom aSAN
Monitor like[15, 19, 20, 6]. It consistsof thephysi-
calcon�guration(fabricdesign),resourceattributes
(HBA vendor, numberof HBAs in a host)andlogi-
cal informationlike Zoning/LUN-Masking.

� WorkloadSchedule:In orderto predictthebehavior
of theSAN, Zodiacalsoneedsto know thesched-
ule of the workload. For example,if a backupjob
is scheduledfor 3 AM, thentheengineneedsto ac-
countfor theadditionaltraf�c generateddueto the
backupduringthatduration.

� Policy Database:A uniquecharacteristicof theZo-
diac impact analysisengineis its integrationwith
policy basedmanagement.The policiesarespeci-
�ed in a high level speci�cationlanguagelike Pon-
der[12] or XML [1] andstoredin apolicy database.

� ResourceModels: As describedearlier, Zodiacuses
a model basedapproachto evaluate the behav-
ior of SAN resources.For this, we requirea re-
sourcemodelsdatabasethat providessuchbehav-
ioral models. Therehasbeensigni�cant work in



the areaof modeling and simulation of SAN re-
sources[30, 3, 27, 31, 11, 25, 8, 9, 34] andwelever-
agethat.Notethatthedesignof Zodiacis indepen-
dentof theresourcemodelsandcanwork with any
approach.

Giventhesemodules,Zodiactakesasinput theopera-
tion thattheadministratorwantsto performandthetime
at which theimpactneedsto bemeasured(immediateor
aftern hours)andinitiatestheanalysis.

4.2 Zodiac: Inter nal Design

Internally, Zodiacengineis composedof the following
primarycomponents:

� SAN-State: In Zodiac,the impactanalysisoccurs
in a session, duringwhich anadministratorcanan-
alyze the impactof multiple operationsincremen-
tally. So,a �rst operationcouldbe- whathappens
if I add two hosts? After the engineevaluatesthe
impact,anadministratorcanperformanincremen-
tal operation- whatif I addanothertwohosts?The
SAN statecomponentmaintainsthe intermediate
statesof the SAN, so that suchincrementaloper-
ationscanbe analyzed.Whenan analysissession
is initialized,theSAN stateis populatedby thecur-
rent snapshotof the SAN, obtainedfrom the SAN
Monitor.

� Optimization Structur es: As mentionedearlier,
for ef�cient policy evaluation,Zodiacmaintainsin-
telligent data structuresthat optimize the overall
evaluation.Thesethreeprimarystructures(caches,
policy classesandaggregates)areexplainedin de-
tail in Section-6.

� ProcessingEngine: The processingengineis re-
sponsiblefor ef�ciently evaluatingtheimpactof op-
erationsusingtheSAN stateandtherestof the in-
ternaldatastructures.It is themain work horseof
Zodiac.

� Visualization Engine: Anotherimportantcompo-
nentof Zodiac is its visualizationengine. The vi-
sualizationengineprimarily provide two kinds of
output.First, it canprovideanoverallpictureof the
SAN, with variousentity metricsandcanhighlight
interestingentities,e.g. the onesthat violatedcer-
tain policies. Secondly, with the incorporationof
temporalanalysis,an administratorcanplot inter-
estingmetricswith time.

5 Zodiac: SystemDetails

In this section,we provide thedetailsaboutthe internal
datastructuresbeingusedby Zodiacto representSANs

(Section-5.1)andhow the policy evaluationframework
usesthesedatastructures(Section-5.2).In Section-5.3,
we describethe inadequacy of the current evaluation
approachbeforeproposingvariousoptimizationsin the
next section.

5.1 SAN Representation

For ef�cient impact analysis,it is critical that SAN is
representedin anoptimalform. This is becauseall poli-
ciesandresourcemetric computationswould obtainre-
quireddatathroughthis SAN datastructure.In Zodiac,
theSAN is representedasa graphwith entitiesasnodes
andnetwork links or containmentrelationships(HBA is
containedwithin a host)asedges.A sampleSAN asa
graphis shown in Figure-1. A single SAN “path” has
beenhighlighted. Note that it is possibleto have more
thanoneswitchin thepath.

Eachentity in the graphhasa numberof attribute-
valuepairs,e.g.thehostentityhasattributeslikevendor,
model andOS. In addition, eachentity containspoint-
ersto its immediateneighbors(Hosthasa pointerto its
HBA, which hasa pointer to its HBA-Port andso on).
This immediateneighbormaintenanceandextensiveuse
of pointerswith zeroduplicationof dataallowsthisgraph
to bemaintainedin memoryevenfor hugeSANs(1000
hosts).

There are two possiblealternatives to this kind of
immediate-neighborrepresentationof theSAN. We dis-
cussthealternativesandjustify ourchoicebelow:

1. Alter native-Paths: Assumea bestpracticespolicy
requiringa Vendor-A hostto be only connectedto
Vendor-S controller. Its evaluationwould requirea
traversalof the graphstartingat the host and go-
ing throughall pathsto all connectedcontrollers.In
factmany policiesactuallyrequiretraversalsalong
“paths” in the graph[1]. This could indicatestor-
ing the SAN asa collectionof pathsand iterating
over the relevant pathsfor eachpolicy evaluation,
preventingcostly traversalsover the graph. How-
ever, the numberof pathsin a big SAN could be
enormous,andthus,prohibitiveto maintainthepath
information in-memory. Also, the numberof new
pathscreatedwith anadditionof asingleentity(e.g.
aswitch)wouldbeexponential,thusmakingthede-
signunscalable.

2. Alter native-SC: Even without paths,it is possible
to “short-circuit” thetraversalsby keepinginforma-
tion aboutentitiesfurther into the graph. For ex-
ample,a host could also keeppointersto all con-
nectedstorage. While this schemedoeswork for
somepolicies,many interoperabilitypolicies, that
�lter pathsof thegraphbasedonsomepropertiesof



anintermediateentity, cannotbeevaluated.For ex-
ample,a policy thatrequiresa Vendor-A host,con-
nectedto a Vendor-W switch, to beonly connected
to Vendor-Sstorage,cannotbeevaluatedef�ciently
usingsucha representation,sinceit is still required
to traverseto theintermediateentityand�lter based
on it. However, this ideais usefulandwe actually
usea modi�ed versionof this in our optimization
schemesdescribedlater.

5.2 Policy Evaluation

In currentpolicy evaluationengines,policiesare spec-
i�ed in a high level speci�cation languagelike Pon-
der [12], XML [1]. Theengineconvertsthepolicy into
executablecodethat canevaluatethe policy whentrig-
gered.This usesanunderlyingdatalayer, e.g. basedon
SMI-S, that obtainsthe requireddatafor evaluation. It
is this automaticcodegeneration,thatneedsto beheav-
ily optimizedfor ef�cient impactanalysisandwediscuss
variousoptimizationsin Section-6.

In Zodiac,thedatais obtainedthroughour SAN data
structure.For evaluatinga policy likeall Vendor-A hosts
should be connectedto Vendor-S controllers, a graph
traversalis required(obtainingstoragecontrollerscon-
nectedto Vendor-A hosts). In order to do suchtraver-
sals, eachentity in the graph supportsan API that is
usedto get to any other connectedentity in the graph
(by doing recursive calls to immediateneighbors).For
example,hostssupporta getContr oller() functionthat
returns all connectedstoragecontrollers. The func-
tions are implementedby looking up immediateneigh-
bors (HBAs), calling their respective getContr oller()
functions,aggregating the resultsand removing dupli-
cates.Theneighborswouldrecursively dothesamewith
their immediateneighborsuntil the call reachesthe de-
sired entity (storagecontroller). Similarly for getting
all connectededgeswitches,coreswitchesor volumes.
This API is alsousefulfor our cachingoptimization. It
cachestheresultsof thesefunctioncallsatall intermedi-
atenodesfor reusein laterpolicy evaluations.

However, even this API suffers from the limitation
of theAlternative-SCschemepresentedabove. That is,
how to obtaincontrollersconnectedonly througha par-
ticular vendorswitch. To facilitate this, the entity API
allows for passingof �lters that can be appliedat in-
termediatenodesin the path. For our example,the �l-
ter would beSwitch.Vendor=“W” . Now, thehostwould
call theHBA's getContr oller() function with the �lter
Switch.Vendor=“W” . Whenthiscall recursively reaches
the switch, it would check if it satis�es the �lter and
only theswitchesthatdo,continuetherecursionto their
neighbors.Thosethatdonotsatisfythe�lter returnnull.

The useof �lters preventsunnecessarytraversalson

the pathsthat do not yield any results(e.g. pathsto
the controllersconnectedthroughswitchesfrom other
vendors). The �lters supportmany comparisonopera-
tions like = , 6= , > , � , < , � , 2 andlogical OR, AN D
and N OT on �lters are also supported. The caching
schemeincorporates�lters as well (Section-6.2). The
Alternative-SCpresentedabove, can not usethis �lter
basedschemesince the possiblenumberof �lters can
be enormousand thus always storing information in-
memoryfor eachsuch�lter would beinfeasible.

Notice that not all �lters provide traversaloptimiza-
tions. The �lters that are at the “edge” of a path
do not help. For example, a best practicespolicy -
if a Vendor-A host connectedto a Vendor-W switch
accessesstorage from a Vendor-S controller, then the
controller should have a �rmware level > x. In this
case,thepolicy requiresgettingcontrollerswith the �l-
ter Switch.Vendor=“W” AND Controller.Vendor=“S” .
While the �rst term helpsreducethe numberof paths
traversed,the secondterm doesnot – we still have to
checkevery controllerconnectedthroughthe appropri-
ateswitches. Therefore,we prefernot to apply the �l-
tersat theedge,insteadobtainingall edgeentities(con-
trollersin this case)andthencheckingfor all conditions
(V endor andF ir mwareLevel). This helpsin bringing
moreusefuldatainto theentity caches.

It is also important to mentionthat the traversal of
thegraphcanalsobedoneonly for logical connections
(dueto zoning). This is facilitatedby providing equiva-
lentAPI functionsfor traversinglinks with end-pointsin
particularzone,e.g. getContr ollerLogical (Z ) obtains
all connectedcontrollersin ZoneZ , i.e. all controllers
reachablethrougha pathcontainingports (HBA ports,
switchports,controllerports)in zoneZ .

Giventheabove framework, we next discusswhy the
currentpolicy evaluationapproachis inef�cient for im-
pactanalysis.

5.3 Impact Analysis: Inadequaciesof Cur-
rent Approach

During impact analysis,a SAN operationcan trigger
multiple policies to be evaluated. For example,a host
being addedinto the SAN would requireevaluationof
intrinsic hostpolicies(policieson basicattributesof the
host - all hostsshouldbe from a single vendor), vari-
ous host interoperabilitypolicies with other connected
devices, zoning policies, and so on. With the popular
policy-basedautonomiccomputinginitiative,it is highly
likely that the numberof policies in a SAN would be
very large. So it is imperative thatonly the relevantset
of policies are evaluated. For example, for the host-
addition case,a switch and controller interoperability
policy shouldnotbeevaluated.



Thecurrentpolicy evaluationengines[1] usea coarse
classi�cationof scopes. In sucha scheme,eachpolicy
is designateda Scopeto denotethe classof entities,it
is relevantto. In addition,it is possibleto sub-scopethe
policy asintra-entity- evaluationon attributesof a sin-
gle entity classor inter-entity - evaluationon attributes
of more than one entity class[1]. The motivation for
suchclassi�cationis to allow administrators,to doapol-
icy checkonly for a selectclassof entitiesandpolicies
in theSAN. Unfortunately, this form of classi�cationis
notef�cient for impact-analysisdueto thefollowing rea-
sons:

� Lack of granularity : Considerthe policy which
requiresa Vendor-A host to be connectedonly to
Vendor-S storagecontroller. Naively, sucha policy
wouldbeclassi�edinto theHostscopeandtheStor-
agescope.Thus,whenever a new hostis addedto
theSAN, it will beevaluatedandsimilarly, whena
controlleris added.However, considertheaddition
of a new link betweenan edgeanda coreswitch.
Sucha link could causehoststo be connectedto
new storagecontrollers,andthusthe policy would
still needto be evaluatedand so, the policy also
needsto be addedto the Switch scope.With only
scopeas the classi�cation criteria, any switch re-
latedeventwould trigger this policy. It is possible
to furthersub-scopethepolicy to beaninter-entity.
However, it still will be clubbedwith otherswitch
inter-entity policies,which will causeun-necessary
evaluations.

� Failur e to identify relevant SAN region: Thecur-
rent scoping mechanismfails to identify the re-
gion of the SAN that needsto be traversedfor
policy evaluation. Considerthe two policies: (a)
All Vendor-A hostsshouldbeconnectedto Vendor-
S storage, and (b) All hostsshould have atleast
one and atmostfour disjoint paths to controllers.
Both thepolicieswouldhaveidenticalscopes(host,
controllerandswitch)andsub-scopes(inter-entity).
Now, whena switch-controllerlink is addedto the
SAN, evaluation of (a) should traverse only the
newly createdpaths – ensurethat all new host-
storageconnectionssatisfy the policy; thereis no
needto traversea paththathasalreadybeenfound
to satisfy that policy. However, the sameis not
truefor (b). Its evaluationwould requiretraversing
many old paths. The currentscopingmechanism
fails to identify policiesof type (a) andwould end
up evaluatingmany old pathsin orderto provide a
correctandgeneralsolution.

Thecurrentpolicy evaluationenginesalsofail to ex-
ploit the locality of data acrossvariouspolicies.For ex-
ample,two distinctpoliciesmight requireobtainingthe

storagecontrollersconnectedto thesamehost.In sucha
scenario,it is bestto obtaintheresultsfor oneandcache
themto useit for theother. To thebestof ourknowledge,
the currentpolicy enginesdo not provide suchcaching
schemesandrely ontheunderlyingSMI-Sdatalayer[1]
to do this caching(which could still requireevaluating
expensive j oin operations).This is, in part, dueto the
low numberof policiesin currentSANsandthefactthat
currently, thepolicy checkingprocessis primarily anon-
real-time,scheduledtaskwith periodic reporting(typi-
cally daily or weeklyreportingperiods).As we show in
Section-7,a cachingschemecould have drasticperfor-
mancebene�tsandhelpin interactivereal-timeanalysis.

Suchanef�ciency is critical especiallyin thepresence
of action policies. Suchpolicies when triggerediniti-
ateautomaticoperationson the SAN (“then” clauseof
thepolicy). Thesearetypically designedascompensat-
ing actionsfor certaineventsand can do rezoning,in-
troducenew workloads,changecurrentworkloadchar-
acteristics,scheduleworkloadsandmore. For example,
a policy for a write-only workload like if Controller-A
utilization increasesbeyond 95%, write the rest of the
dataonController-B. Thus,whenthepolicy is triggered,
a new �o w is createdbetweenthe hostwriting the data
andController-B, andpoliciesrelatedto thateventneed
to bechecked. Theactionmight alsodo rezoningto put
Controller-B ports in the samezoneasthe hostandso,
all zoningrelatedpolicieswouldendupbeingevaluated.
Overall, sucha chainof eventscanleadto multiple ex-
ecutionsof many policies. The cachingscheme,com-
binedwith thepolicy classi�cation,signi�cantly helpsin
thesescenarios.

6 Zodiac Impact Analysis: Optimizations

In this section,we presentvariousoptimizationsin the
Zodiacarchitecturethatarecritical for thescalabilityand
ef�ciency of impactanalysis.Zodiacusesoptimizations
alongthreedimensions.

1. RelevantEvaluation: Findingrelevantpoliciesand
relevant regionsof theSAN affectedby theopera-
tion. This is accomplishedusingpolicy classi�ca-
tion andis describedin Section-6.1.

2. Commonalityof DataAccessed: Exploitingdatalo-
cality acrosspolicies or acrossevaluationfor dif-
ferent entity instances.This is achieved by using
caching,describedin Section-6.2.

3. Aggregation: Ef�cient evaluationof certainclasses
of policiesby keepingcertainaggregatedatastruc-
tures.Thisschemeis describedin Section-6.3.

All threeoptimizationsareindependentof eachother
andcanbeusedindividually. However, aswe show later



in our results,the bestperformanceis achieved by the
combinationof all threeoptimizations.

6.1 Policy Classi�cation

The �rst policy evaluation optimization in Zodiac is
policy classi�cation. Policy classi�cation helps in
identifying the relevant regions of the SAN and the
relevant policies, whenever an operationis performed.
In orderto identify the relevantSAN region affectedby
anoperation,weclassifythepoliciesinto four categories
describedbelow. Only the “if” conditionof the policy
is usedfor classi�cation. Also, eachpolicy classhasa
setof operations,which aretheonesthatcantriggerthe
policy. This mappingof operationsto policies can be
madeeasilydueto our classi�cationschemeandis used
to �nd therelevantsetof policies.

1. Entity-Class (EC) Policies: Thesepoliciesare de-
�ned only on the instancesof a singleentity class. For
example, all HBAs should be from the samevendor,
and all Vendor-W switchesmusthavea �rmware level
> x. Such policies do not require any graph traver-
sals,rathera scanof the list of instancesof the entity
class. The relevant operationsfor this classof policies
are addition/deletionof an entity-instanceor modi�ca-
tion of a “dependent”attributeof aninstancelikechang-
ing the�rmw arelevel of a switch(for our secondexam-
ple above). Additionally, EC policiescanbesubdivided
into two types:

– Individual (EC-Ind)Policy: A policy thatholdson
every instanceof theentity class.For example,all
switchesmustbefromVendor-W. Thisclassof poli-
cieshasthecharacteristicthatwheneveraninstance
of theentityclassis added/modi�ed,thepolicy only
needsto beevaluatedon thenew member.

– Collection(EC-Col)Policy: A policy thatholdson
a collectionof instancesof theentity class.For ex-
ample,the numberof ports of typeX in the fabric
is lessthanN andalsoall HBAsshouldbefromthe
samevendor1. This classof policiesmight require
checkingall instancesfor �nal evaluation.

2. Single-Path (SPTH) Policies: Thesepolicies are
de�ned on more than one entity on a single path of
the SAN. For example, all Vendor-A hosts must be
connectedto Vendor-S storage. Importantly, SPTH
policieshavethecharacteristicthatthepolicy is required
to hold on each path. In our example,eachandevery
pathbetweenhostsandstoragesmustsatisfythis policy.
This characteristicimplies that on applicationof any
operation, there is no need to evaluate this policy
on old paths. Only new paths need to be checked.

The relevant operationsfor these policies are addi-
tion/deletion/modi�cationof pathsor modi�cation of a
“dependent”attribute (vendorname)of a “dependent”
entity (storagecontroller)on thepath.

3. Multiple-P aths (MPTH) Policies: Thesepolicies
are de�ned across multiple paths of the SAN. For
example,all hostsshouldhaveatleasttwo and atmost
four disjoint paths to storage, and a Vendor-A host
shouldbe connectedto atmost�ve controllers. MPTH
policies cannotbe decomposedto hold on individual
pathsfor every operation. For the examples,addinga
host requirescheckingonly for the new pathscreated,
whereasaddinga switch-controllerlink requireschecks
on earlierpathsaswell. We areworking on developing
a notion distinguishingbetweenthe two cases2. In
this paper, we considerMPTH policy as affecting all
paths. The relevant operationsfor thesepolicies are
addition/deletion/modi�cationof pathsor modi�cation
of a “dependent”attributeof a “dependent”entityon the
path.

4. Zoning/LUN-Masking (ZL) Policies: Thesepolicies
arede�ned onzonesor LUN-Masksetsof theSAN. For
example,a zoneshouldhaveatmostN ports, anda zone
shouldnot haveboth windowsor linux hosts. For our
discussion,we only usezonepolicies,thoughthe same
approachcanbeusedfor LUN-Maskingpolicies.Notice
thatthesepoliciesaresimilar to EC policieswith entity-
classbeinganalogouslyreplacedby zonesor LUN-Mask
sets.JustasEC policiesarede�ned on attributesof en-
tity instances,ZL policies are de�ned on attributesof
zoneinstances.Also similar to EC policies,Zonepoli-
ciescanbecollectionpolicies,requiringevaluationover
multiple zones,(e.g. the numberof zonesin the fabric
shouldbe atmostN)3 andindividual policies,requiring
evaluationonly over an added/modi�edzone(e.g. all
hostsin thezonemustbe from thesamevendor). Also,
within a zone, a policy might require evaluationover
only the added/modi�edcomponent(Z one-M ember-
I nd) or all components(Z one-M ember-Col). An ex-
ample of a Z one-M ember-I nd policy is all hostsin
the zoneshouldbe windows, andan exampleof Z one-
M ember-Col policy is a zoneshould have atmostN
ports. The relevantoperationsfor this classof policies
areaddition/deletionof a zoneinstanceor modi�cation
of aninstance(addition/deletionof portsin thezone).

Note that the aim of this classi�cation is not to se-
manticallyclassifyall conceivablepolicies,but ratherto
identify thepoliciesthatcanbeoptimizedfor evaluation.
Having saidthat,usingour classi�cationscheme,it was
indeedpossibleto classifyall policiesmentionedin [1],
the only public setof SAN policiescollectedfrom ad-
ministratorsand domainexperts. The basicdifference



betweentheclassi�cationschemein [1] andour scheme
stemsfrom the fact that it classi�es policies basedon
speci�cationcriteria,while weusetheinternalexecution
criteriafor theclassi�cation.This helpsusin generating
optimizedevaluationcodeby checkingonly therelevant
regionsof theSAN.

6.2 Caching

The secondoptimization we propose,usesa caching
schemeto cacherelevant dataat all nodesof the SAN
resourcegraph.Sucha schemeis extremelyusefulin an
impact-analysisframework due to the commonalityof
dataaccessedin thefollowing scenarios:

1. Multiple executionsof a single policy: A single
policy might be executedmultiple times on the same
entity instancedueto thechainingof actions,de�ned in
the thenclauseof the triggeredpolicies. Any previous
evaluationdatacanbeeasilyreused.

2. Executionof a singlepolicy for different instancesof
entities: For example,consideran operationof adding
a policy like all Vendor-A hostsshouldbe connectedto
Vendor-Sstorage. For impactanalysis,thepolicy needs
to beevaluatedfor all hosts.In our immediate-neighbor
scheme,for the evaluation of this policy, a host, say
Host-H,wouldcall its HBA'sgetContr oller() function,
which in turn would call its ports' getContr oller()
function,which would call theedgeswitch(saySwitch-
L) and so on. Now, when any other host connected
to Switch-L calls its getContr oller() function, it can
reusethe dataobtainedduring the previous evaluation
for Host-H.Note thatwith no replacement,the caching
implies that traversal of any edge during a policy
evaluationfor all entity instancesis doneatmostonce.
This is dueto thefactthataftertraversinganedgef u,vg
once,therequireddatafrom v would beavailablein the
cacheatu, thuspreventingits repeatedtraversal.

3. Locality of data requiredacrossmultiple policies: It
is also possible,andoften the case,that multiple poli-
ciesrequireaccessingdifferentattributesof thesameen-
tity. As mentionedearlier, we do not apply �lters to the
“edge” entities(e.g. controllersfor a getContr oller()
call) andretrievethefull list of entities.Now, thiscached
entry canbe usedby multiple policies,evenwhentheir
“dependent”attributesaredifferent.

As mentionedearlier, thecachingschemeincorporates
�lters aswell. Whenever anAPI functionis calledwith
a �lter , the entity savesthe �lter alongwith the results
of the function call anda cachehit at an entity occurs
only whenthereis a completematch,i.e. thecacheden-
try hasthesameAPI functioncall asthenew requestand

the associated�lters arealso the same. This condition
canberelaxedby allowing a partialmatch,in which the
cachedentry is for thesamefunctioncall, but canhave
a moregeneral�lter . For example,assumeacacheentry
for getContr oller() with the�lter Switch.Vendor=“W” .
Now, if thenew requestrequirescontrollerswith the�l-
ter Switch.Vendor=“W” AND Switch.FirmwareLevel >
x, theresultcanbecomputedfrom thecacheddataitself.
We leave this for futurework. Also, thecurrentcaching
schemeusesLRU for replacement.

6.3 Aggregation

It is alsopossibleto improvetheef�ciency of policy ex-
ecutionby keepingcertainaggregatedatastructures.For
example,considerapolicy whichmandatesthatthenum-
ber of ports in a zonemustbe atleastM and atmostN.
With every addition/deletionof a port in the zone,this
policy needsto beevaluated.However, eachevaluation
would requirecountingthenumberof portsin thezone.
Imaginekeepingan aggregatedatastructurethat keeps
thenumberof portsin everyzone.Now, wheneveraport
is added/deleted,thepolicy evaluationreducesto asingle
checkof thecurrentcountvalue.

We have identi�ed the following three classesof
policiesthatcansimpleaggregatedatastructures:

1. Unique: This class of policies require a certain
attributeof entitiesto be unique. For example,policies
like theWWNsof all devicesshouldbeunique, all Fibre
Channelswitches musthaveuniquedomain IDs. For
theseclassof policies, a hashtableis generatedon the
attributeandwhenever anoperationtriggersthis policy,
thepolicy is evaluatedby lookingupthathashtable.This
aggregatedatastructurecanprovide goodperformance
improvementsespeciallyin big SANs(Section-7).Note
that such an aggregate is kept only for EC and ZL
policies(whereit is easierto identify addition/deletion).
However, theredoesnotappearto beany realisticSPTH
or MPTH uniquepolicies.

2. Counts: Thesepolicies require counting a certain
attributeof anentity. Keepingthecountof theattribute
prevents repeatedcounting whenever the policy is
required to be evaluated. Instead, the count aggre-
gate is incremented/decrementedwhen the entity is
added/deleted.A count aggregateis usedonly for EC
andZL policies.While SPTHandMPTH countpolicies
do exist (e.g. there must be atmostN hops between
host and storage and there must be atleast one and
atmost four disjoint paths betweenhost and storage
respectively), maintainingthecountsis tricky andwe do
notuseanaggregate.



3. Transformable: It is easyto seethat thepolicy eval-
uation complexity is roughly of the order EC-I nd �
Z one-M ember-I nd < EC-Col � Z one-M ember-Col
< SPTH < M PTH . It is actuallypossibleto trans-
form many policies into a lower complexity policy by
keepingadditionalinformationaboutsomeof thedepen-
dententities.For example,considerapolicy likeall stor-
age shouldbe from the samevendor. This policy is an
EC-Col for entity class- Storage.However, keepingin-
formation about the current type of storage(T) in the
system,the policy canbe reducedto an equivalentEC-
Ind policy – all storageshouldbeof typeT. Similarly, a
Zone-Member-Col policy like a zoneshouldnotbeboth
windowsand linux hostscanbe transformedinto multi-
ple Zone-Member-Ind policiesthere shouldbeonly type
Ti hostsin zoneZ i , whereTi is thecurrenttypeof hosts
in theZ i . For thesetransformedpolicies,apointerto the
entity thatprovidesthevalueto aggregateis alsostored.
This is required,sincewhentheentity is deleted,theag-
gregatestructurecanbeinvalidated(canbere-populated
usinganotherentity, if existing).

For all otherpolicies,we currentlydo not useany ag-
gregatedatastructures.

7 Experimental Setupand Results

In this section,we evaluateour proposedoptimizations
ascomparedto the basepolicy evaluationprovided by
currentengines.Westartby describingourexperimental
setupbeginningwith thepolicy set.

7.1 Micr obenchmarks

With the policy basedmanagementbeing in a nascent
stateso far, theredoesnot exist any public setof poli-
ciesthat is usedin a real SAN environment.The list of
policiescontainedin [1] is indicative of thetypeof pos-
sible policiesandnot an accurate“trace” for an actual
SAN policy set. As a result, it is toughto analyzethe
overall andcumulative bene�ts of the optimizationsfor
a realSAN. To overcomethis,we try to demonstratethe
bene�tsof optimizationsfor differentcategoriesof poli-
cies individually. As mentionedearlier, sincewe have
beenableto classifyall policiesin [1] accordingto our
scheme,thebene�tswouldbeadditiveandoveralluseful
for a realSAN aswell. In addition,this providesa good
way of comparingthe optimizationtechniquesfor each
policy class.

We selectedasetof 7 policies(Figure-3)asourwork-
ing sample.Four of themareEC policies,two arepath
policies (SPTH and MPTH) and one is a zonepolicy.
All 7 policiesareclassi�ed accordingto the classi�ca-
tion mechanismspresentedin Section-6.1.Any aggre-
gatesthat arepossiblefor policiesarealsoshown. For

Classific ationPolic y#

EC     UniqueNo two devic es in the system c an have 
the same WWN (World  Wide Name)

2

Zone-Member-
Col to Zone-
Member-Ind

No two d ifferent host types should  exist 
in the same zone

7

MPTH to SPTH 
(Transform)

A HBA c annot be used  to ac c ess both 
tape and  d isk d rives

6

SPTHAn ESS array is not ava ilab le to open 
systems if  an iSeries system is c onfigured  
to a rray

5

EC-Col to  EC-
Ind (Transform)

The SAN should  not have mixed  storage 
type suc h as SSA, FC and  SCSI para llel

4

EC     CountsThe number of ports of type X in the 
fabric  is less than N

3

ECEvery HBA tha t has a  vendor name V 
and  model M should  have a  firmware 
level e ither  n1,  n2 or n3

1

Figure3: Policy Set

this setof policies,we will evaluatetheeffectivenessof
ouroptimizationsindividually.

7.2 StorageAr eaNetwork

An importantdesigngoalfor Zodiacwasscalabilityand
ability to perform impact analysisef�ciently even on
hugeSANs of 1000hostsand200 controllers. Sinceit
wasnotpossibleto constructsuchlargeSANsin thelab,
for our experiments,we emulatedfour different sized
SANs.Pleasenotethatin practice,Zodiaccanwork with
any realSAN usinganSMI-Scompliantdatastore.

In our experimentalSANs, we usedhostswith two
HBAs each and each HBA having two ports. Stor-
agecontrollershad four ports each. The fabric was a
core-edgedesignwith 16-port edgeand 128-portcore
switches.Eachswitch left certainportsunallocated,to
simulateSANsconstructedwith futuregrowth in mind.
Thefour differentcon�gurationscorrespondto different
numberof hostsandcontrollers:

� 1000-200: First con�guration is an exampleof a
big SAN, found in many datacenters. It consists
of 1000 hostsand 200 controllerswith eachhost
accessingall controllers(full connectivity). There
were100zones.

� 750-150: Thiscon�gurationuses750hostsand150
controllerswith full connectivity. Therewere 75
zones.

� 500-100: Thiscon�gurationhas500hosts,100con-
trollersand50zones.

� 250-50: This con�guration is a relatively smaller
SAN with 250hosts,50controllersand25zones.

7.3 Implementation Techniques

For our experiments,we evaluateeachof thepoliciesin
thepolicy-setwith thefollowing techniques:



� base: This techniqueis the naive implementation,
in whichthereis no identi�cation of therelevantre-
gion of theSAN. Only informationavailableis the
vanilla scopeof the policy. Due to lack of classi-
�cation logic, this implementationimplies that the
evaluationengineusesthesamelogic of codegen-
erationfor all policies (checkfor all pathsandall
entities).Also, thereis no intermediatecachingand
noaggregatedatastructuresareused.

� class: This implementationusesthe classi�cation
mechanismon top of thebaseframework. Thus,it
is possibleto optimizepoliciesby only evaluating
over a relevantSAN region, but no cachingor ag-
gregationis used.

� cach: This implementationtechniquecachingon
top of thebaseframework. No classi�cationor ag-
gregationis used.

� agg: This implementationtechniqueonly usesag-
gregatedatastructuresfor thepolicies(whereever
possible).Thereis nocachingor classi�cation.

� all: This implementationusesa combinationof all
threeoptimizationtechniques.

Usingthese� ve classesof implementation,we intend
to show (a) inadequacy of thebasepolicy, (b) advantages
of eachoptimizationtechniqueand(c) theperformance
of theall implementation.Zodiacis currentlyrunningon
a P41.8GHzmachinewith 512MB RAM.

7.4 Policy Evaluation

In this section,we presentour resultsof evaluatingeach
policy 100 times to simulatescenariosof chainingand
executionfor multiple instances(e.g. adding10 hosts).
The policies are evaluatedfor all four SAN con�gura-
tions (X-axis). The Y-axis plots the time taken to eval-
uatethepoliciesin milliseconds.Theresultshave been
averagedover10 runs.

7.4.1 Policy-1

“Every HBA that hasa vendornameV and modelM should
havea �rmware leveleithern1,n2 or n3”
The �rst policy requiresa certaincondition to hold on
anHBA entity class.We analyzethe impactof thepol-
icy whenan HBA is added. The baseimplementation
will trigger the HBA scopeandtry to evaluatethis pol-
icy. Due to its lack of classi�cation logic, it will end
up evaluatingthepolicy afreshandthus,for all HBA in-
stances.The class implementationwould identify it to
beanEC-Indpolicy andonly evaluateon thenew HBA
entity. The cach implementationdoesnot help since
thereis no traversalof the graph. The agg implemen-
tationalsodoesnothelp.As aresult,all implementation

is equivalentto having only classoptimization.Figure-4
showstheresultsfor thedifferentSAN con�gurations.
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Figure4: Policy-1. class, all providemaximumbene�t

As seenfrom the graph,thereis a signi�cant differ-
encebetweenthebestoptimizedevaluation(all ) andthe
baseevaluation.Also, asthesizeof theSAN increases,
thecostsfor thebaseimplementationincrease,while the
all implementationstaysthesame,sinceirrespective of
SAN size, it only needsto evaluatethe policy for the
newly addedHBA.

7.4.2 Policy-2

“No two devicesin thesystemcanhavethesameWWN.”
The secondpolicy ensuresuniquenessof world wide
names(WWNs). We analyzethe impact when a new
hostis added.Thebaseimplementationwill trigger the
device scopewithout classi�cationlogic andcheckthat
all deviceshave uniqueWWNs. The class implemen-
tation will only check that the new host hasa unique
WWN. The cach implementationperformssimilar to
base. The agg implementationwill createa hashtable,
anddo hashtbalelookups. The all implementationalso
usesthehashtableandonly checksthenew host.
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Figure5: Policy-2. agg, all providemaximumbene�t

As Figure-5shows, agg and all perform much bet-
ter thanthebaseimplementation.class performsbetter
thanbaseby recognizingthatonly thenew hostneedsto
bechecked.



7.4.3 Policy-3

“The numberof portsof typeX in thefabric is lessthanN.”
The third policy limits the total numberof ports in the
fabric.We analyzetheimpactof addinga new hostwith
4 portsto theSAN. For eachaddedport, thebaseimple-
mentationwill countthetotalnumberof portsin thefab-
ric. Theclass implementationperformsno better, since
it is an EC-Col policy. The cach implementationalso
doesnothelp.Theagg implementationkeepsa countof
the numberof portsandonly incrementsthe countand
checksagainstthe upperlimit. The all implementation
alsoexploits theaggregatekeeping.
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Figure6: Policy-3. agg, all providemaximumbene�t

As can be seenfrom Figure-6,agg andall perform
signi�cantly betterdueto the ability of aggregatingthe
requiredinformationfor thepolicy evaluation.

7.4.4 Policy-4

“The SANshouldnothavemixedstorage typesuch asSSA,FC
andSCSIparallel”
Thefourthpolicy ensuresthattheSAN hasuniformstor-
agetype.For thispolicy, weanalyzetheimpactof adding
a new storagecontroller. Thebaseimplementationwill
triggerthestoragescopeandevaluatethepolicy ensuring
all controllersarethesametype. Thecach implementa-
tion will nothelp.Theclassimplementationonlychecks
thatthenewly addedcontrolleris thesametypeasevery
othercontroller. Theagg implementationwill transform
thepolicy to an EC-Indpolicy by keepingan aggregate
valueof thecurrentcontrollertype,T in theSAN. How-
ever, withoutclassi�cation,it wouldendupcheckingthat
all controllershave the typeT. Theall implementation
combinestheclassi�cationlogic andtheaggregatetrans-
formationto only checkfor thenew controller.

Figure-7showstheresultwith all performingthebest,
while class andagg doing betterthan baseand cach.
The differencebetweenthe bestandpoor implementa-
tions is small since the total numberof controllers is
small.
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Figure7: Policy-4. all providesmaximumbene�t

7.4.5 Policy-5

“An ESSarray is not available to opensystemsif an iSeries
systemis con�guredto array.”
The �fth policy is an SPTHpolicy that checksthat an
iSeriesopensystemshostdoesnot work if an ESSar-
ray is usedwith the controller. We analyzethe impact
of addinga new host to the SAN for this policy. The
baseimplementationensuresthat all iSeriesopensys-
temshostsdo not have any ESScontrollersconnected
to them. This requirescalling thegetContr oller() API
functionsof thehostentitiesandwill causetraversalsof
the graph for all host-storageconnections. The class
implementationidenti�es that it being an SPTH, only
the new createdpaths(pathsbetweenthe newly added
host and the connectedstoragecontrollers)needto be
checked. The cach implementationwill run similar to
base, but will cacheall functioncall resultsat intermedi-
atenodes(As mentionedbefore,it wouldmeanthateach
edgewill betraversedatmostonce).Theagg implemen-
tation doesnot help and the all implementationwould
useboththeclassi�cationlogic andthecaching.

 0
 500

 1000
 1500
 2000
 2500
 3000
 3500
 4000
 4500
 5000

250-50 500-100 750-150 1000-200

T
im

e 
(m

s)

SAN

base
class
cach
agg
all

Figure8: Policy-5. Only all providesmaximumbene�t

As shown in Figure-8,thebaseandagg implementa-
tion performextremelypoorly(multipleordersof magni-
tudein difference)dueto multiple traversalsfor thehuge
SAN graph.On theotherhand,class andcachareable



to optimizesigni�cantly andtheircombinationin theall
implementationprovidesdrasticoverall bene�ts. It also
scalesextremelywell with theincreasingSAN size.

7.4.6 Policy-6

“A HBA cannotbeusedto accessbothtapeanddiskdrives.”
The sixth policy is an MPTH policy which requires
checkingthat eachHBA is eitherconnectedto tapeor
diskstorage.Weanalyzetheimpactof addingahostwith
2 HBAs to the SAN. The baseimplementationwould
checkthe policy for all existing HBAs. The cach im-
plementationwould do the same,exceptthe cachingof
resultsat intermediatenodes.Theclass implementation
doesnot optimize in this casesince it considersit an
MPTH policy andchecksfor all paths(Section-6.1).The
agg implementationtransformsthepolicy to anSPTHby
keepingaggregatefor thetypeof storagebeingaccessed,
but checksfor all HBAs dueto thelack of classi�cation
logic. The all implementationis able to transformthe
policy andthenusetheSPTHclassi�cationlogic to only
checkfor thenewly addedHBAs.
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Figure9: Policy-6. Only all providesmaximumbene�t

Figure-9shows the results.The base, class andagg
implementationperformmuchpoorly thenthecach im-
plementation,sincethecachimplementationreusesdata
collectedoncefor theother. Theall implementationper-
formsthebestby combiningall optimizations.

7.4.7 Policy-7

“No two differenthosttypesshouldexist in thesamezone.”
Theseventhpolicy requiresthatall hosttypesshouldbe
the samein zones. We analyzethe impact of adding
a host HBA port to a zone. The baseimplementation
would checkthatall hostsin eachzoneareof thesame
type. The class implementationwould checkonly for
the affectedzone. The cach implementationwould be
thesameasbase. Theagg implementationwould keep
anaggregatehosttypefor eachzoneandcheckthepolicy
for all zones.Theall implementationwouldcombinethe

aggregatewith the classi�cationandonly checkfor the
affectedzone,thatthenew hosthasthesametypeasthe
aggregatehosttype value. Figure-10shows the results.
Again all implementationperformsthebest,thoughthe
differencebetweenall implementationsis small.
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Figure10: Policy-7. all providesmaximumbene�t

8 Discussion

Oneof the main objectivesof the Zodiac framework is
to ef�ciently performimpactanalysisfor policy enabled
SANs. It is importantto notethat theoptimizationsde-
scribedin this paperattacktheproblemat a highercon-
ceptuallevel, manipulatingthedesignandevaluationof
policies.In theoverall impactanalysispicture,moreop-
timizationswill beplugged-inat otherlayers.For exam-
ple,anotherlayerof optimizationsis while obtainingthe
datarequiredfor policy evaluationfrom theSMI-S data
provider. In the CIM architecture[13], the CIM client
obtainsdatafrom the provider over the network. This
processcanbeoptimizedby techniqueslike batchingof
requests,pre-fetchinganddatacachingat theclient. An-
otherimportantlayeris thequerylanguageusedfor eval-
uatingthepolicies. For example,it is possibleto evalu-
atethepoliciesusingSQL by designinga local database
schemewhich is populatedby theCIM client. While we
continueto investigatesuchoptimizations,Zodiac has
beendesignedin a mannerthat it is easily possibleto
accommodatetheseinto theoverall framework.

9 Conclusionsand Future Work

In this paper, we presentedZodiac- an ef�cient impact
analysisframework for storageareanetworks. Zodiac
enablessystemadministratorsto do proactive change
analysis, by evaluating the impact of their proposed
changesThis analysisis fast,scalableandthorough. It
includesthe impacton SAN resources,existing policies
andalso,due to the actionstriggeredby any of the vi-
olatedpolicies. In order to make the systemef�cient,



weproposedthreeoptimizations- classi�cation,caching
andaggregation. Basedon our analysisandexperimen-
tal results,we �nd thateachoptimizationhasa nicheof
evaluationscenarioswhereit is mosteffective. For ex-
ample,cachinghelpsthe mostduring the evaluationof
pathpolicies. Overall, a combinationof the threeopti-
mizationtechniquesyieldsthemaximumbene�ts.

In future,we intendto follow two linesof work. The
�rst includesdevelopingmore optimizationtechniques
- smarteranalysisfor MPTH policiesanduseof paral-
lelism (worksfor SPTHpolicies),to namea few andthe
designof a policy speci�cationlanguagethatallows de-
terminationof theseoptimizations.Theseconddirection
explores the integration of the impact analysisframe-
work with variousSAN planningtools in order to pro-
videbetteroveralldesignsandpotentiallysuggestingap-
propriatesystempoliciesfor givendesignrequirements.
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Notes
1This policy is alsoa collectionpolicy sincein order to evaluate

thepolicy for thenew instance,it is requiredto get informationabout
existing instances.

2 Informally, typically an operationaffecting only the “principal”
entity of the policy (host in the examples)doesnot requirechecking
old paths.

3Sucha policy is requiredsincethe switcheshave a limit on the
numberof zonesthey canhandle


