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Abstract

Currently, the elds of impactanalysisand policy basedman-
agemeniare twoimportantstorage manaementopicsthatare
not beingtreatedin an integrated manner Policy-basedstor-
age mangiementis beingadoptedby moststorage vendos be-
causeit lets systemadministators specifyhigh level policies
and moves the compleity of enforcing thesepolicies to the
underlyingmanaementsoftwae. Similarly, proactiveimpact
analysisis becomingan importantaspectof storage manaye-
mentbecausesystemadministators wantto assessheimpact
of makinga change befoe actually makingit. Impactanaly-
sisis increasinglybecominga comple taskwhenoneis deal-
ing with a large numberof devicesandworkloads.Addingthe
policy dimensiorto impactanalysis(that is, what policiesare
beingviolateddueto a particular action) malesthis problem
evenmore comple.

In this paperwedescribea new frameavork anda setof opti-
mizationtechniquesthat combinethe elds of impactanalysis
and policy mangiement.In this framevork systenmadminista-
tors de ne policiesfor performanceinteropembility, security
availability, and then proactivelyassesshe impactof desied
changesonboththesystenobservablesndpolicies. Addition-
ally, the proposedoptimizationshelp to reducethe amountof
dataandthe numberof policiesthatneedto beevaluated.This
improvesthe responseime of impactanalysisopeations. Fi-
nally, we also proposea new policy classi cation schemethat
classi espoliciesbasedon the algorithmsthat can be usedto
optimizetheir evaluation. Sud a classi cationis usefulin or-
derto efciently evaluateuserde ned policies. We presentan
experimentalstudythat quantitativelyanalyzeghe framevork
andalgorithmsonreal life storage areanetworkpolicies. The
algorithmspresentedn this papercanbeleveragedby existing
impactanalysisandpolicy enginetools.

1 Intr oduction

The sizeandscaleof the storageinfrastructureof most
organizationss increasingataveryrapidrate. Organiza-
tionsaredigitizing andpersistentlystoringmoretypesof
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data,andarealsokeepingold datalonger, for compliance
andbusinessntelligencemining purposes.The number
of systemadministratorsequiredto managestoragealso
increasessa function of the growth in storagebecause
thereis alimit to theamountof storagehatcanbe man-
agedby a single administrator This limit is dueto the
numberof comple tasksthata systemadministratohas
to perform such as changeanalysis,provisioning, per
formancebottleneclkanalysiscapacityplanningdisaster
recovery planningandsecurityanalysis.

The focus of this paperis on one of theseimportant
problemsnamelychange analysis This paperprovides
aframewvork anda setof algorithmsthathelpsystemad-
ministratorsto proactvely assesshe impactof making
changesn a storageareanetwork (SAN) beforemak-
ing theactualchange Currently administratorgperform
impactanalysismanually basedn their pastexperience
andrulesof thumbs(bestpractices) For example,when
anew hostis addedtheadministratordiave to make sure
thatWindows andLinux hostsarenot putinto the same
zoneor while addinga new workload, they have to en-
surethatthe intermediateswitchesdo not getsaturated.

Manually analyzingtheimpactof a particularchange
doesnot scalewell asthe size of the SAN infrastruc-
tureincreasesvith respecto thenumberof devices,best
practicespolicies, and numberof applications. Thus,
deploymentof new applicationshostsand storagecon-
trollerstakesin the orderof daysor weeksbecausesys-
temadministratorsleploy thesystemandthenreactvely
try to correctthe problemsassociatedvith the deploy-
ment. Typically changemanagementools have been
very reactie in their scopein that they keepsnapshots
of the previous stateof the system,andthe administra-
tors eitherrevert to or comparethe currentstatewith a
previous stateafterencountering problem.

Additionally, administratorglo not have a way of as-
sessingheimpactof their proposedhangewith respect
to a future stateof the system. For example,a system
administratorcould potentially allocateincreasedand-



width to an applicationby taking only the currentload
into account. However, this could con ict with other
scheduledobs or known trendsin workload suigesthat
will increasaheloadonthesystemn thefuture. Thus,it
is importantfor systemadministratorgo assesshe im-
pact of their action not just with respectto the current
stateof the systembut alsowith respecto futureevents.

1.1 Contributions

In orderto addressthe above describedproblems,we
presentthe Zodiac frameavork. The Zodiacframework
enables system administratorsto proactively assess
the impact of their actions on a variety of system
parameterfik e resourcautilizationsandexisting system
policies,beforemakingthosechangesProactve change
managemerdnalysigs animportantproblemandis cur-
rently receving the desered attention[26, 21, 23, 29.
ThroughZodiac,we make thefollowing contributions:

1. Integration with Policy basedManagement The
key aspeciof our analysisframework is thatit is tightly
integrated with policy based storage management.
Currently policy-basedmanagements being incorpo-
ratedinto mostvendors storagemanagemengolutions.
Best-practices, service class goals, interoperability
constraints, are speci ed as policies in the system.
Thus, in essencave are combiningthe areasof impact
analysisand policy based-managemenZodiac allows
administratorsto specify their rules of thumb or best
practiceswith respectto interoperability performance,
availability, security as policies It then assesseshe
impact of user actions by checking which of these
policies are being violated or triggered. Zodiac also
assessetheimpactof creatingnew policies.

2. Scalability and Ef ciency: Most systemadmin-
istratorswant to assesghe impact of their changesn
real-time. A quick feedbackon a proposedchange
encouragesa system administratorto try out mary
alternatves. Thethreemajorcomponentshatcontribute
towardsthe executiontime of impactanalysisprocess-
ing are: a) numberof policies b) size of the storage
infra-structurec) analysistime window (that is assess
the impactof an actionfor a time window of a day, a
week or a month). An impactanalysisengineshould
be ableto scaleupto big SANs with 1000 hosts(found
in mary of today's data centers)and a few hundred
policies. In this paper we provide algorithmsand data
structuresthat help to reducethe amountof SAN data
thatis examinedduring impactanalysis,the numberof
policiesthat needto be evaluated,anda framework for
performingtemporalimpactanalysis.

3. Classi cation Framework: One of the interesting
result of the algorithm designeffort in Zodiacis that
we have designeda new methodfor classifying SAN
policies based on the optimization techniquesthey
employ. This, in turn, canalsobe usedby generalSAN
policy evaluation enginesto optimize their evaluation
mechanismsDuring policy speci cationperiod, policy
designerscan specify the policy type (as per this clas-
si cation) asa hint to the policy engineto optimizeits
evaluation.

Therestof thepapelis organizedasfollows. Section-2
providesthenecessarpackgroundvith respecto policy
de nitions, and SAN operations. Relatedwork is pre-
sentedin Section-3. The overview of our architecture
is presentedn Section-4followed by the detailsof our
implementationin Section-5. In Section-6,we discuss
threeimportantoptimizationalgorithmsthat help speed
uptheoverallanalysisprocessThe experimentaframe-
work andthe resultsevaluatingtheseoptimizationsare
presentedn Section-7.We discusgelatedoptimizations
in Section-8.Finally, we concluden Section-9.

2 Background

This sectionpresentghe necessarpackgroundmaterial
for this paper Section-2.1containsa discussioron the
type of SAN policiesconsideredn this paper Section-
2.2 providesthe detailsof the storageresourcemodels
andSection-2.3resents list of what-if operationghat
one canperform. In summary one cande ne various
policiesonthe SAN resourcesindusingour framework,

analyzetheimpactof certainoperationonboththe SAN

andits associategbolicies.

2.1 Policy Background

Theterm policy is often usedby differentpeoplein dif-
ferentcontextsto meandifferentthings. For example the
termsbestpractices rule of thumbsconstaints, thresh-
old violations,goals,rulesandserviceclassediave been
referredto as policies by different people. Currently
most standardizatiorbodiessuchas IETF, DMTF, and
SNIA referto policy asa 4- eld tuple wherethe elds
correspondo an if condition, a then clause,a priority
or businessvalueof the policy anda scopethatdecides
when the policy shouldbe executed. The then clause
portioncangeneraténdications or triggerthe execution
of otheroperation(action policies),or it cansimply be
informative in nature(write a messageo the log). [1]
describeshevariousSAN policiesfoundrelevantby do-
main experts. In this paper within the storageareanet-
work (SAN) domain,we dealwith thefollowing typesof
policies:



Inter operability: Thesepoliciesdescribewhatde-
vicesareinteroperabldgor not) with eachother

Performance: Thesepoliciesareviolation policies
thatnotify usersf the performancef their applica-
tions (throughput,|IOPs or lateng) violate certain
thresholdvalues.

Capacity: Thesepolicies notify usersif they are
crossinga percentage(threshold) of the storage
spacehasbeenallottedto them.

Security and AccessControl: Zoning and LUN
maskingpoliciesarethemostcommonSAN access
control policies. Zoning determinesa setof ports
thatcantransferdatato eachotherin the set. Sim-
ilarly, LUN maskingcontrols host accesyvia its
ports)to storagevolumesat the storagecontroller

Availability: Thesepoliciescontrolthe numberof
redundanpathsfrom the hostto the storagearray

Backup/Recorery: Thesepolicies specify the re-

coverytimerecoverypoint,recovery distancecopy

size and copy frequeng to facilitate continuous
copy andpoint-in-timecopy solutions.

2.2 StorageResouice Model

In orderto perform impact analysis, storageresource
modelsareusedto modelthe underlyingstoragenfras-
tructure. A storageresourcemodelconsistof aschema
correspondingo various entities like hosts, host bus
adapters(HBASs), switches, controllers, the entity at-
trib utes (e.g. vendor rmw are level), containerrela-
tionshipsbetweenthe entities (HBA is containedwith
ahost),andconnectiity betweerthe entities(fabricde-
sign). Theseentitiesand attributesare usedduring the
de nition of a policy aspartof theif-condition andthe
thenclause For a speci ¢ policy, the entitiesand the
attributes that it usesare called its dependenentities
and dependenattributesrespectiely. The SNIA SMI-
S [28] modelpresentsa generalframewnork for naming
andmodelingstorageresources.

In additionto the schemaa storageresourcemodel
alsocaptureghe behavioral aspectof the entities. The
behaioral aspectscalled metrics, represenhow a re-
sourcebehaesunderdifferentworkloadandcon gura-
tion conditions.The behaioral modelsareeitheranalyt-
ically speci ed by a domainexpert[30], or deducecby
observingalive systen{3] or acombinationof both.

Figure-1shonvsthebasicSAN resourcenodelthatwe
considerin this paper Our resourcemodel consistsof
hosts,HBAS, ports,switches storagecontrollers,zones,
andvolumeentities,andhostto HBA, portto HBA, port
to zonecontainmentelationshipsand port to port con-
nectionrelationships.In addition, thereexists a parent
entity classcalled device, which containsall the SAN

devices. The device entity classcan be usedto de-
ne global policieslike all devicesshouldhaveunique
WWNs Pleasenotethat our framavork andtechniques
arenotlimited to this modelonly but insteadcanalsobe
usedin moregeneralizedtorageanfrastructuremodels.
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Figure 1: SAN ResourceModel. A single SAN pathis
highlighted.Shadedortsrepresenzonecontainment.

2.3 SAN Operations:

Using Zodiac, the following typesof operationscanbe
analyzedor impact.

Addition/Deletionof PhysicalResouceslik e hosts,
switchesHBAs, andstoragearrays.
Addition/Deletionof Logical Resouces like vol-
umesandzones.

Accesscontrol opemtions by addingor removing
portsto zonesor similar LUN maskingoperations.
Addition/Deletionof Workloads Also, the require-
ments(throughput,lateng) of a workload can be
modi ed. Werepresenaworkloadasasetof o ws.
A o w canbethoughtof a datapath(Figure-1)be-
tweenahostanda storagecontroller A o w starts
atahostport,andgoesthroughintermediateswitch
portsandendsat a storagecontrollerport.
Addition/Deletionof Policies Pleasenotethatwe
do not focus on con ict detectionanalysiswithin
policiesin this paper

3 RelatedWork

With thegrowth in amountof storageesourcesherehas
beena stronginitiative for automatingvariousmanage-



menttasksand making systemsself-sufcient [2, 4, 18,
10]. Most of this researcthasfocusedon variousplan-
ning tasks- capacityplanning, including Minerva [2],
Hippodrome[4], Ergastulum[5]; fabric planninglike
Appia[32, 33|, anddisasterecovery planning[22, 23].

Impact analysis, also referred to as “what-if” or
change-managemeanalysis,is anothercloselyrelated
managementask. Someof the planningwork described
above canactuallybe usedfor suchanalysis.For exam-
ple, Ergastulum[5] canbe usedto analyzestoragesub-
systemsandKeetonetal's [23] helpsin analyzingdisas-
terrecovery scenariosAnotherrecentwork by Thereska
etal. [29] provideswhat-if analysisusing the Self-*
frameawork [18]. Therealso exist tools and simulator
like [21, 34] that provide impact analysisfor storage
controllers. Most of the what-if approachesitilize de-
vice and behaioral modelsfor resources. Signi cant
amountof researchhasbeendone both in developing
suchmodels[30, 3, 27, 31, 34] and using thosemod-
els[14, 11, 25, 8].

Zodiacis differentfrom existingimpactanalysisvork,
dueto its closeintegration with policy basedmanage-
ment. Using Zodiac, an administratorcan analyzethe
impact of operationsnot only on systemresourcesut
also on systempolicies. In addition, the analysisac-
countsfor all subsequeractionstriggeredby policy ex-
ecutions.As we describdater, ef cient analysisof poli-
ciesis non-trivial andcritical for overall performance.

TheOnaroSANscreemroduct{26] providesasimilar
predictve changemanagementunctionality However,
from thescarceamountof publishednformation,we be-
lieve thatthey only analyzetheimpactfor a smallsetof
policies (mainly security)and do not considerary trig-
geredpolicy actions.We believe this to be animportant
shortcomingsincetypically administratorsvould spec-
ify policy actionsin orderto correcterroneougventsand
wouldbemostinterestedn analyzingtheimpactof those
triggeredactions.The EMC SAN Advisor[16] tool pro-
videssupportfor policy evaluationsjputis notanimpact
analysistool. Secondlyit pre-packagegs policiesand
doesnotallow speci cationof custompolicies.

In the policiesdomain,therehasbeenwork in the ar
easof policy speci cation[12, 7], con ict detection17]
andresourcemanagemenf24]. The SNIA-SMI [28] is
alsodevelopinga policy speci cationmodelfor SANSs.
To the bestof our knowledge,theredoesnot exist ary
SAN impact analysisframeawork for policies. [1] pro-
posedapolicy basedralidationframeawork, whichis typ-
ically usedasa periodiccon gurationcheclerandis not
suitablefor interactive impactanalysis.
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Figure2: Architecture

4 Architecture Overview

In this section,we provide an overview of the Zodiac
architectureandits interactionwith otherSAN modules.

4.1 Zodiac: Big Picture

The goal of the impactanalysisengine,like Zodiac, is

to predictthe stateandbehaior of the SAN oncea de-

siredoperatioris performed.In orderto evaluatethenew

statetheengineneedgo interactwith variousSAN mod-

ulesto gettherelevantinformation lik e device attributes,
policies. The overall picture of suchan eco-systenis

shavn in Figure-2. In this eco-systemZodiacinteracts
with thefollowing modules:

SAN Monitor: The foremostinput requirementis
thestateof the SAN, whichis obtainedrom a SAN
Monitor like[15, 19, 20, 6]. It consistof the physi-
calcon guration (fabricdesign) resourceattributes
(HBA vendor numberof HBAs in ahost)andlogi-
calinformationlik e Zoning/LUN-Masking.

Wbrkload Schedule:In orderto predictthebehaior
of the SAN, Zodiacalsoneedsto know the sched-
ule of the workload. For example,if a backupjob
is scheduledor 3 AM, thenthe engineneedgo ac-
countfor the additionaltrafc generatediueto the
backupduringthatduration.

Policy Database:A uniquecharacteristiof the Zo-
diac impact analysisengineis its integration with
policy basedmanagementThe policiesare speci-
ed in a highlevel speci cationlanguagdik e Pon-
der[12] or XML [1] andstoredin apolicy database.

ResouceModels As describecearlier Zodiacuses
a model basedapproachto evaluate the behar-
ior of SAN resources. For this, we requirea re-
sourcemodelsdatabasehat provides suchbehar-
ioral models. Therehasbeensigni cant work in



the areaof modeling and simulation of SAN re-

sourceg30, 3,27, 31,11, 25, 8, 9, 34] andwelever

agethat. Notethatthe designof Zodiacis indepen-
dentof theresourcemodelsandcanwork with ary

approach.

Giventhesemodules Zodiactakesasinputthe opera-
tion thatthe administratomwantsto performandthetime
atwhichtheimpactneedgo be measuredimmediateor
aftern hours)andinitiatesthe analysis.

4.2 Zodiac: Internal Design

Internally, Zodiac engineis composedf the following
primary components:

SAN-State: In Zodiac,the impactanalysisoccurs
in a sessionduringwhich anadministratorcanan-
alyze the impact of multiple operationsncremen-
tally. So,a rst operationcould be - whathappens
if | addtwo hosts? After the engineevaluatesthe
impact,an administratorcanperformanincremen-
tal operation whatif | addanothertwo hosts?The
SAN statecomponentmaintainsthe intermediate
statesof the SAN, so that suchincrementaloper
ationscanbe analyzed. When an analysissession
is initialized, the SAN stateis populatedy the cur-
rent snapshobf the SAN, obtainedfrom the SAN
Monitor.

Optimization Structures: As mentionedearlier
for ef cient policy evaluation,Zodiacmaintainsin-
telligent data structuresthat optimize the overall
evaluation. Thesethreeprimary structureqcaches,
policy classesandaggreyates)are explainedin de-
tail in Section-6.

ProcessingEngine: The processingengineis re-
sponsibldor ef ciently evaluatingtheimpactof op-
erationsusingthe SAN stateandthe restof thein-
ternaldatastructures.lIt is the main work horseof
Zodiac.

Visualization Engine: Anotherimportantcompo-
nentof Zodiacis its visualizationengine. The vi-
sualizationengineprimarily provide two kinds of
output.First,it canprovide anoverall pictureof the
SAN, with variousentity metricsand canhighlight
interestingentities,e.g. the onesthat violated cer
tain policies. Secondly with the incorporationof
temporalanalysis,an administratorcan plot inter-
estingmetricswith time.

5 Zodiac: SystemDetails

In this section,we provide the detailsaboutthe internal
datastructuresbeingusedby Zodiacto represenSANs

(Section-5.1)and how the policy evaluationframework
usesthesedatastructuregSection-5.2).In Section-5.3,
we describethe inadequag of the current evaluation
approachbefore proposingvariousoptimizationsin the
next section.

5.1 SAN Representation

For efcient impactanalysis,it is critical that SAN is
representeth anoptimalform. Thisis becausaill poli-
ciesandresourcemetric computationsvould obtainre-
quireddatathroughthis SAN datastructure.In Zodiac,
the SAN is representedsa graphwith entitiesasnodes
andnetwork links or containmentelationshipgHBA is
containedwithin a host)asedges.A sampleSAN asa
graphis shawvn in Figure-1. A single SAN “path” has
beenhighlighted. Note thatit is possibleto have more
thanoneswitchin thepath.

Eachentity in the graph hasa numberof attribute-
valuepairs,e.g.the hostentity hasattributeslik e vendor
modeland OS. In addition, eachentity containspoint-
ersto its immediateneighborgHost hasa pointerto its
HBA, which hasa pointerto its HBA-Port and so on).
Thisimmediateneighbommaintenancandextensive use
of pointerswith zeroduplicationof dataallowsthisgraph
to be maintainedn memoryevenfor hugeSANs (1000
hosts).

There are two possiblealternatves to this kind of
immediate-neighborepresentationf the SAN. We dis-
cussthealternatvesandjustify our choicebelow:

1. Alter native-Paths. Assumea bestpracticespolicy
requiringa VendorA hostto be only connectedo
VendokS controller Its evaluationwould requirea
traversalof the graphstartingat the hostand go-
ing throughall pathsto all connecteatontrollers.In
factmary policiesactuallyrequiretraversalsalong
“paths” in the graph[]. This could indicate stor
ing the SAN asa collectionof pathsanditerating
over the relevant pathsfor eachpolicy evaluation,
preventing costly traversalsover the graph. How-
ever, the numberof pathsin a big SAN could be
enormousandthus,prohibitiveto maintainthepath
informationin-memory Also, the numberof new
pathscreatedvith anadditionof asingleentity (e.qg.
aswitch)would beexponential thusmakingthede-
signunscalable.

2. Alter native-SC Evenwithout paths,it is possible
to “short-circuit” thetraversalsy keepinginforma-
tion aboutentitiesfurther into the graph. For ex-
ample,a hostcould also keeppointersto all con-
nectedstorage. While this schemedoeswork for
somepolicies, mary interoperabilitypolicies, that

Iter pathsof thegraphbasedn somepropertieof



anintermediateentity, cannotbe evaluated.For ex-
ample,a policy thatrequiresa VendorA host,con-
nectedto a VendorW switdh, to be only connected
to VendorS storagecannotbe evaluatedef ciently
usingsucharepresentatiorsinceit is still required
to traverseto theintermediateentityand Iter based
onit. However, thisideais usefulandwe actually
usea modi ed versionof this in our optimization
schemeslescribedater

5.2 Policy Evaluation

In currentpolicy evaluationengines,policies are spec-
ied in a high level speci cation languagelike Pon-
der[12], XML [1]. Theenginecorvertsthe policy into

executablecodethat can evaluatethe policy whentrig-

gered.This usesanunderlyingdatalayer, e.g. basedon

SMI-S, that obtainsthe requireddatafor evaluation. It

is this automaticcodegenerationthatneedsto be heav-

ily optimizedfor ef cient impactanalysisandwe discuss
variousoptimizationsn Section-6.

In Zodiac,the datais obtainedthroughour SAN data
structure For evaluatinga policy like all VendorA hosts
should be connectedto VendorS contmllers, a graph
traversalis required(obtainingstoragecontrollerscon-
nectedto VendorA hosts). In orderto do suchtraver
sals, eachentity in the graph supportsan API that is
usedto getto any other connectedentity in the graph
(by doing recursve calls to immediateneighbors). For
example,hostssupporta getContr oller() functionthat
returns all connectedstoragecontrollers. The func-
tions areimplementedby looking up immediateneigh-
bors (HBASs), calling their respectie getContr oller()
functions, aggreating the resultsand removing dupli-
cates.Theneighborsvould recursvely dothe samewith
theirimmediateneighborsuntil the call reacheghe de-
sired entity (storagecontroller). Similarly for getting
all connectecedgeswitches,core switchesor volumes.
This API is alsousefulfor our cachingoptimization. It
cachegheresultsof thesefunctioncallsatall intermedi-
atenodedor reusen laterpolicy evaluations.

However, even this API suffers from the limitation
of the Alternative-SCschemepresentedbove. Thatis,
how to obtaincontrollersconnectednly througha par
ticular vendorswitch. To facilitate this, the entity API
allows for passingof lters that can be appliedat in-
termediatenodesin the path. For our example,the |-
ter would be Switch.\endor="W" . Now, the hostwould
call the HBA's getController() functionwith the Iter
Switch.\endor="W" . Whenthis call recursvely reaches
the switch, it would checkif it satis esthe lter and
only the switchesthatdo, continuetherecursionto their
neighborsThosethatdo not satisfythe Iter returnnull.

The useof lters preventsunnecessaryraversalson

the pathsthat do not yield any results(e.g. pathsto
the controllersconnectedhrough switchesfrom other
vendors). The lters supportmary comparisonopera-
tionslike=,6,>, ,<, ,2 andlogical OR, AN D

and N OT on lters are also supported. The caching
schemeincorporateslters aswell (Section-6.2). The
Alternative-SC presentedabove, can not usethis lter

basedschemesincethe possiblenumberof Iters can
be enormousand thus always storing information in-
memoryfor eachsuch Iter would beinfeasible.

Notice that not all lters provide traversaloptimiza-
tions. The lters that are at the “edge” of a path
do not help. For example, a best practicespolicy -
if a VendorA host connectedto a VendorW switch
accessestorage from a VendorS contmwller, then the
contoller shouldhavea rmware level > x. In this
casethe policy requiresgettingcontrollerswith the |-
ter Switdh.\endor="W” AND Contwoller.\endor="S".
While the rst term helpsreducethe numberof paths
traversed,the secondterm doesnot — we still have to
checkevery controller connectedhroughthe appropri-
ate switches. Therefore,we prefernot to apply the I-
tersat the edge,insteadobtainingall edgeentities(con-
trollersin this case)andthencheckingfor all conditions
(Vendor andF ir mwareLevel). This helpsin bringing
moreusefuldatainto the entity caches.

It is also importantto mentionthat the traversal of
the graph canalsobe doneonly for logical connections
(dueto zoning) Thisis facilitatedby providing equiva-
lent API functionsfor traversinglinks with end-pointsn
particularzone,e.g. getContr ollerLogical (Z) obtains
all connectectontrollersin ZoneZ, i.e. all controllers
reachableghrougha path containingports (HBA ports,
switchports,controllerports)in zoneZ .

Giventhe above frameanork, we next discusswhy the
currentpolicy evaluationapproachs inef cient for im-
pactanalysis.

5.3 Impact Analysis: Inadequaciesof Cur-

rent Approach

During impact analysis,a SAN operationcan trigger

multiple policiesto be evaluated. For example,a host
being addedinto the SAN would require evaluation of

intrinsic hostpolicies(policieson basicattributesof the

host- all hostsshouldbe from a single vendo), vari-

ous hostinteroperabilitypolicies with other connected
devices, zoning policies, and so on. With the popular
policy-basedautonomiccomputinginitiative, it is highly

likely that the numberof policiesin a SAN would be

very large. Soit is imperatve thatonly the relevant set
of policies are evaluated. For example, for the host-
addition case,a switch and controller interoperability
policy shouldnot be evaluated.



Thecurrentpolicy evaluationengineq1] useacoarse
classi cationof scopes In sucha schemegachpolicy
is designateda Scopeto denotethe classof entities, it
is relevantto. In addition,it is possibleto sub-scopéehe
policy asintra-entity- evaluationon attributesof a sin-
gle entity classor inter-entity - evaluationon attributes
of more than one entity class[1]. The motivation for
suchclassi cationis to allow administratorsto doapol-
icy checkonly for a selectclassof entitiesand policies
in the SAN. Unfortunately this form of classi cationis
notef cient for impact-analysislueto thefollowing rea-
sons:

Lack of granularity : Considerthe policy which
requiresa VendorA hostto be connectedonly to
VendorS storagecontroller Naively, sucha policy
wouldbeclassi edinto theHostscopeandthe Stor
agescope. Thus,wheneer a new hostis addedto
the SAN, it will be evaluatedandsimilarly, whena
controlleris added.However, considerthe addition
of a new link betweenan edgeand a core switch.
Sucha link could causehoststo be connectedo
new storagecontrollers,andthusthe policy would
still needto be evaluatedand so, the policy also
needsto be addedto the Switch scope. With only
scopeas the classi cation criteria, any switch re-
lated eventwould trigger this policy. It is possible
to furthersub-scopethe policy to beaninter-entity.
However, it still will be clubbedwith otherswitch
inter-entity policies,which will causeun-necessary
evaluations.

Failur e to identify relevant SAN region Thecur-
rent scoping mechanismfails to identify the re-
gion of the SAN that needsto be traversedfor
policy evaluation. Considerthe two policies: (a)
All VendorA hostsshouldbe connectedo Vendor
S storage, and (b) All hostsshould have atleast
one and atmostfour disjoint pathsto contmollers.
Boththe policieswould haveidenticalscopeghost,
controllerandswitch)andsub-scopeginter-entity).
Now, whena switch-controlledink is addedto the
SAN, evaluation of (a) should traverse only the
newly createdpaths— ensurethat all nev host-
storageconnectionssatisfy the policy; thereis no
needto traversea paththathasalreadybeenfound
to satisfy that policy. However, the sameis not
truefor (b). Its evaluationwould requiretraversing
mary old paths. The currentscopingmechanism
fails to identify policiesof type (a) andwould end
up evaluatingmary old pathsin orderto provide a
correctandgenerakolution.

The currentpolicy evaluationenginesalsofail to ex-
ploit the locality of data acrossrariouspolicies.For ex-
ample,two distinct policies might requireobtainingthe

storagecontrollersconnectedo the samehost.In sucha
scenariojt is bestto obtaintheresultsfor oneandcache
themto useit for theother To thebestof ourknowledge,
the currentpolicy enginesdo not provide suchcaching
schemesindrely ontheunderlyingSMI-S datalayer[1]
to do this caching(which could still requireevaluating
expensve j oin operations).This is, in part, dueto the
low numberof policiesin currentSANsandthefactthat
currently the policy checkingprocesss primarily anon-
real-time,scheduledask with periodicreporting (typi-
cally daily or weekly reportingperiods).As we shawv in
Section-7,a cachingschemecould have drasticperfor
mancebene tsandhelpin interactvereal-timeanalysis.

Suchanefciency is critical especiallyin thepresence
of action policies Suchpolicieswhentriggerediniti-
ate automaticoperationson the SAN (“then” clauseof
the policy). Thesearetypically designedcascompensat-
ing actionsfor certaineventsand can do rezoning,in-
troducenew workloads,changecurrentworkload char
acteristics schedulevorkloadsand more. For example,
a policy for a write-only workload like if Controller-A
utilization increasesbeyond 95%, write the restof the
dataon Contmoller-B. Thus,whenthepolicy is triggered,
anen ow is createcbetweenthe hostwriting the data
andControllerB, andpoliciesrelatedto thateventneed
to bechecled. Theactionmight alsodo rezoningto put
ControllerB portsin the samezoneasthe hostandso,
all zoningrelatedpolicieswould endup beingevaluated.
Overall, sucha chainof eventscanleadto multiple ex-
ecutionsof mary policies. The cachingschemecom-
binedwith the policy classi cation,signi cantly helpsin
thesescenarios.

6 Zodiac Impact Analysis: Optimizations

In this section,we presentvariousoptimizationsin the
Zodiacarchitecturdghatarecritical for thescalabilityand
ef ciency of impactanalysis.Zodiacusesoptimizations
alongthreedimensions.

1. RelevantEvaluation Findingrelevantpoliciesand
relevantregionsof the SAN affectedby the opera-
tion. Thisis accomplishedisingpolicy classi ca-
tion andis describedn Section-6.1.

2. Commonalityof Data AccessedExploiting datalo-
cality acrosspolicies or acrossevaluationfor dif-
ferent entity instances. This is achieved by using
cachingdescribedn Section-6.2.

3. Aggregation Ef cient evaluationof certainclasses
of policiesby keepingcertainaggreyatedatastruc-
tures.This schemds describedn Section-6.3.

All threeoptimizationsareindependenbf eachother
andcanbeusedindividually. However, aswe show later



in our results,the bestperformanceas achieved by the
combinationof all threeoptimizations.

6.1 Policy Classi cation

The rst policy evaluation optimization in Zodiac is
policy classication. Policy classication helps in
identifying the relevant regions of the SAN and the
relevant policies, whene&er an operationis performed.
In orderto identify therelevant SAN region affectedby
anoperationwe classifythe policiesinto four cateyories
describedbelon. Only the “if” condition of the policy
is usedfor classi cation. Also, eachpolicy classhasa
setof operationsyhich arethe onesthatcantriggerthe
policy. This mappingof operationsto policies can be
madeeasilydueto our classi cationschemeandis used
to nd therelevantsetof policies.

1. Entity-Class (EC) Policies Thesepoliciesare de-
ned only on the instance®f a single entity class. For
example, all HBAs should be from the samevendot

andall VendorW switcthesmusthavea rmware level
> X. Suchpolicies do not require ary graph traver-

sals, rathera scanof the list of instancesof the entity
class. The relevant operationdfor this classof policies
are addition/deletionof an entity-instanceor modi ca-

tion of a“dependent’attribute of aninstancdik e chang-
ing the rmw arelevel of a switch (for our secondexam-
ple above). Additionally, EC policiescanbe subdvided
into two types:

— Individual (EC-Ind) Policy: A policy thatholdson
every instanceof the entity class. For example,all
switchesmustbefromVendorW. This classof poli-
cieshasthecharacteristithatwheneeraninstance
of theentity classis added/modi edthepolicy only
needdo beevaluatedonthe nev member

— Collection(EC-Col) Policy: A policy thatholdson
a collectionof instance®f the entity class.For ex-
ample,the numberof ports of type X in the fabric
is lessthanN andalsoall HBAs shouldbe fromthe
samevendot. This classof policiesmight require
checkingall instancedor nal evaluation.

2. Single-Path (SPTH) Policies Thesepolicies are
de ned on more than one entity on a single path of
the SAN. For example, all VendorA hosts must be
connectedto VendorS storage. Importantly SPTH
policieshavethecharacteristithatthe policy is required
to hold on each path. In our example,eachand every
pathbetweerhostsandstoragesnustsatisfythis policy.
This characteristidmplies that on application of any
operation, there is no need to evaluate this policy
on old paths. Only newv pathsneedto be checled.

The relevant operationsfor these policies are addi-
tion/deletion/modi cationof pathsor modi cation of a
“dependent”attribute (vendorname)of a “dependent”
entity (storagecontroller)on the path.

3. Multiple-P aths (MPTH) Policies Thesepolicies
are de ned across multiple paths of the SAN. For
example, all hostsshouldhave atleasttwo and atmost
four disjoint paths to storage, and a VendorA host
shouldbe connectedo atmost ve contwollers. MPTH

policies cannotbe decomposedo hold on individual
pathsfor every operation. For the examples,addinga
hostrequirescheckingonly for the new pathscreated,
whereasaddinga switch-controlledink requireschecks
on earlierpathsaswell. We areworking on developing
a notion distinguishing betweenthe two case$. In

this paper we considerMPTH policy as affecting all

paths. The relevant operationsfor thesepolicies are
addition/deletion/modi cationof pathsor modi cation

of a“dependent’attribute of a“dependent’entity onthe
path.

4. Zoning/LUN-Masking (ZL) Policies Thesepolicies
arede ned on zonesor LUN-Mask setsof the SAN. For
example,a zoneshouldhaveatmostN ports, anda zone
shouldnot have both windowsor linux hosts For our
discussionwe only usezonepolicies,thoughthe same
approactcanbeusedfor LUN-Maskingpolicies.Notice
thatthesepoliciesaresimilarto EC policieswith entity-
classbeinganalogouslyeplacedy zonesor LUN-Mask
sets.JustasEC policiesarede ned on attributesof en-
tity instancesZL policies are de ned on attributes of
zoneinstances.Also similar to EC policies, Zone poli-
ciescanbe collectionpolicies,requiringevaluationover
multiple zones,(e.g. the numberof zonesin the fabric
shouldbe atmostN)® andindividual policies, requiring
evaluationonly over an added/modi edzone(e.g. all
hostsin the zonemustbe from the samevendo). Also,
within a zone, a policy might require evaluation over
only the added/modi edcomponent(Z one-M ember-
I nd) or all componentgZ one-M ember-Col). An ex-
ample of a Zone-M ember-I nd policy is all hostsin
the zoneshouldbe windows and an exampleof Z one-
M ember-Col policy is a zoneshould have atmostN
ports. The relevant operationgor this classof policies
areaddition/deletiorof a zoneinstanceor modi cation
of aninstanceg(addition/deletiorof portsin thezone).
Note that the aim of this classi cation is not to se-
manticallyclassifyall concevablepolicies,but ratherto
identify thepoliciesthatcanbe optimizedfor evaluation.
Having saidthat, usingour classi cationschemeijt was
indeedpossibleto classifyall policiesmentionedn [1],
the only public setof SAN policies collectedfrom ad-
ministratorsand domainexperts. The basicdifference



betweerthe classi cationschemen [1] andourscheme
stemsfrom the fact that it classi es policies basedon

speci cationcriteria,while we usetheinternalexecution
criteriafor the classi cation. This helpsusin generating
optimizedevaluationcodeby checkingonly the relevant

regionsof the SAN.

6.2 Caching

The secondoptimization we propose,usesa caching
schemeto cacherelevant dataat all nodesof the SAN
resourceggraph.Sucha schemas extremelyusefulin an
impact-analysiframewvork due to the commonality of
dataaccesseth thefollowing scenarios:

1. Multiple executionsof a single policy: A single
policy might be executedmultiple times on the same
entity instancedueto the chainingof actions,de ned in

the thenclauseof the triggeredpolicies. Any previous
evaluationdatacanbe easilyreused.

2. Executionof a singlepolicy for differentinstancesof
entities For example, consideran operationof adding
a policy like all VendorA hostsshouldbe connectedo
VendorS storage. For impactanalysisthe policy needs
to be evaluatedfor all hosts.In ourimmediate-neighbor
scheme,for the evaluation of this policy, a host, say
Host-H,would call its HBA's getContr oller() function,
which in turn would call its ports' getContr oller()
function,which would call the edgeswitch (say Switch-
L) andso on. Now, when ary other host connected
to Switch-L calls its getController() function, it can
reusethe data obtainedduring the previous evaluation
for Host-H. Note that with no replacementthe caching
implies that traversal of ary edge during a policy
evaluationfor all entity instanceds doneatmostonce.
Thisis dueto thefactthataftertraversinganedgef u,vg
once,therequireddatafrom v would be availablein the
cacheatu, thuspreventingits repeatedraversal.

3. Locality of datarequired acrossmultiple policies It
is also possible,and often the case,that multiple poli-
ciesrequireaccessinglifferentattributesof the sameen-
tity. As mentionedearlier we do notapply Iters to the
“edge” entities(e.g. controllersfor a getContr oller()
call) andretrievethefull list of entities.Now, thiscached
entry canbe usedby multiple policies,evenwhentheir
“dependentattributesaredifferent.

As mentionedearlier thecachingschemencorporates
Iters aswell. Whenever an API functionis calledwith
a lter, the entity savesthe lter alongwith the results
of the function call anda cachehit at an entity occurs
only whenthereis a completematch,i.e. the cacheden-
try hasthesameAPI functioncall asthenew requestaind

the associatediters arealsothe same. This condition
canberelaxedby allowing a partial match,in which the
cachedentryis for the samefunction call, but canhave
amoregenerallter . For example,assume cacheentry
for getContr oller() with the Iter Switdh.\endor="W".
Now, if the new requestrequirescontrollerswith the I-
ter Switch.\endor="W" AND Switd.FrmwareLevel >
X, theresultcanbe computedrom the cacheddataitself.
We leave this for future work. Also, the currentcaching
schemaused RU for replacement.

6.3 Aggregation

It is alsopossibleto improve the ef ciency of policy ex-
ecutionby keepingcertainaggreyatedatastructuresFor
example considerapolicy whichmandateshatthenum-
ber of portsin a zonemustbe atleastM and atmostN.
With every addition/deletionof a port in the zone, this
policy needsto be evaluated.However, eachevaluation
would requirecountingthe numberof portsin the zone.
Imaginekeepingan aggreyatedatastructurethat keeps
thenumberof portsin every zone.Now, wheneeraport
is added/deletedhepolicy evaluationreducedo asingle
checkof thecurrentcountvalue.

We have identi ed the following three classesof
policiesthatcansimpleaggreyatedatastructures:

1. Unique This classof policies require a certain
attribute of entitiesto be unique. For example,policies
like the WWNsof all devicesshouldbeunique all Fibre
Channelswitches musthave unigue domainIDs. For
theseclassof policies, a hashtablds generatedn the
attribute andwhenever an operationtriggersthis policy,
thepolicy is evaluatedoy looking up thathashtableThis
aggreyatedatastructurecan provide good performance
improvementsespeciallyin big SANs (Section-7).Note
that such an aggreyate is kept only for EC and ZL
policies(whereit is easierto identify addition/deletion).
However, theredoesnot appeato beary realisticSPTH
or MPTH uniquepolicies.

2. Counts Thesepolicies require counting a certain
attribute of anentity. Keepingthe countof the attribute
prevents repeated counting whenever the policy is
requiredto be evaluated. Instead,the count aggre-
gate is incremented/decrementegahen the entity is
added/deleted A countaggreyateis usedonly for EC
andZL policies.While SPTHandMPTH countpolicies
do exist (e.g. there mustbe atmostN hops between
host and storage and there must be atleast one and
atmost four disjoint paths betweenhost and storage
respectiely), maintainingthe countsis tricky andwe do
notuseanaggreate.



3. Transformable It is easyto seethatthe policy eval-
uation compleity is roughly of the order EC-I nd
Zone-M emberlnd< EC-Col Zone-M ember-Col
< SPTH < MPTH. It is actually possibleto trans-
form mary policiesinto a lower compleity policy by
keepingadditionalinformationaboutsomeof thedepen-
dententities.For example,considerapolicy like all stor
age shouldbe from the samevendor This policy is an
EC-Colfor entity class- Storage.However, keepingin-
formation aboutthe currenttype of storage(T) in the
system,the policy canbe reducedto an equivalentEC-
Ind policy — all storage shouldbeof typeT. Similarly, a
Zone-MembeiCol policy like a zoneshouldnot be both
windowsand linux hostscanbe transformednto multi-
ple Zone-Membeiind policiesthere shouldbe only type
T;i hostsin zoneZ;, whereT; is the currenttype of hosts
in theZ;. For theseransformedolicies,apointerto the
entity thatprovidesthe valueto aggreyateis alsostored.
Thisis required sincewhentheentity is deletedtheag-
gregatestructurecanbeinvalidated(canbere-populated
usinganotherentity, if existing).

For all otherpolicies,we currentlydo not useary ag-
gregatedatastructures.

7 Experimental Setupand Results

In this section,we evaluateour proposedoptimizations
as comparedo the basepolicy evaluationprovided by
currentengines We startby describingour experimental
setupbeginningwith the policy set.

7.1 Micr obenchmarks

With the policy basedmanagemenbeingin a nascent
stateso far, theredoesnot exist ary public setof poli-
ciesthatis usedin areal SAN ervironment. Thelist of
policiescontainedn [1] is indicative of thetypeof pos-
sible policiesand not an accuraté‘trace” for an actual
SAN policy set. As aresult, it is toughto analyzethe
overall and cumulative bene ts of the optimizationsfor
areal SAN. To overcomethis, we try to demonstratéhe
bene ts of optimizationsfor differentcategoriesof poli-
ciesindividually. As mentionedearlier sincewe have
beenableto classifyall policiesin [1] accordingto our
schemethebene tswould beadditive andoveralluseful
for areal SAN aswell. In addition,this providesa good
way of comparingthe optimizationtechniquedor each
policy class.

We selectedh setof 7 policies(Figure-3)asourwork-
ing sample.Four of themare EC policies,two are path
policies (SPTHand MPTH) and oneis a zone policy.
All 7 policiesare classi ed accordingto the classi ca-
tion mechanismgpresentedn Section-6.1. Any aggre-
gatesthat are possiblefor policiesarealsoshovn. For

# Policy Classification

Every HBA that hasa vendorname V EC
and model M should have a fimware
level either n1, n2 orn3

2 | No two devicesin the syssem can have EC
the same WWN (World Wide Name)

Unique

3 | The numberof portsof type Xin the EC Counts
fabric islessthan N
4 | The SAN should not have mixed storage | EC-Colto EC-

type such asSSA, FC and SCS parallel Ind (Transform)

5 | An ESSarray isnot available to open SPTH
systemsif an iSeriessystem isconfigured
to aray

6 | AHBA cannotbe used to accesshoth MPTH to SPTH
tape and disk drives (Transform)

7 | No two different host typesshould exist Zone-Member-
in the same zone Colto Zone-

Member-Ind

Figure3: Policy Set

this setof policies,we will evaluatethe effectivenesof
our optimizationsndividually.

7.2 StorageAreaNetwork

An importantdesigngoalfor Zodiacwasscalabilityand
ability to perform impact analysisef ciently even on
huge SANs of 1000hostsand 200 controllers. Sinceit
wasnot possibleto constructsuchlarge SANsin thelab,
for our experiments,we emulatedfour different sized
SANSs. Pleasenotethatin practice Zodiaccanwork with
ary real SAN usingan SMI-S compliantdatastore.

In our experimentalSANs, we usedhostswith two
HBAs eachand eachHBA having two ports. Stor
age controllershad four ports each. The fabric was a
core-edgedesignwith 16-portedgeand 128-portcore
switches. Eachswitch left certainportsunallocatedjo
simulateSANs constructedvith future growth in mind.
Thefour differentcon gurationscorrespondo different
numberof hostsandcontrollers:

1000-200 First con guration is an exampleof a
big SAN, found in mary datacenters. It consists
of 1000 hostsand 200 controllerswith eachhost
accessingll controllers(full connectvity). There
werel00zones.

750-150 This con gurationuses750hostsand150
controllerswith full connectvity. Therewere 75
zones.

500-100 Thiscon gurationhas500hosts,100con-
trollersand50 zones.

250-5Q This con guration is a relatively smaller
SAN with 250hosts 50 controllersand25 zones.

7.3

For our experimentswe evaluateeachof the policiesin
the policy-setwith thefollowing techniques:

Implementation Techniques



base This techniqueis the naive implementation,
in whichthereis noidenti cation of therelevantre-
gion of the SAN. Only informationavailableis the
vanilla scopeof the policy. Due to lack of classi-
cation logic, this implementationimplies that the
evaluationengineusesthe samelogic of codegen-
erationfor all policies (checkfor all pathsandall
entities).Also, thereis nointermediatecachingand
no aggrejatedatastructuresareused.

class This implementationusesthe classi cation
mechanisnon top of the baseframenork. Thus,it
is possibleto optimize policies by only evaluating
over a relevant SAN region, but no cachingor ag-
gregationis used.

cach This implementationtechniquecachingon
top of the baseframework. No classi cationor ag-
gregationis used.

agg This implementatiortechniqueonly usesag-
gregatedatastructuredor the policies(whereever
possible).Thereis no cachingor classi cation.

all: Thisimplementatiorusesa combinationof all
threeoptimizationtechniques.

Usingthese ve classe®f implementationye intend
to shaw (a)inadequayg of the basepolicy, (b) advantages
of eachoptimizationtechniqueand(c) the performance
of theall implementationZodiacis currentlyrunningon
aP41.8GHz machinewith 512MB RAM.

7.4 Policy Evaluation

In this section,we presenbur resultsof evaluatingeach
policy 100 timesto simulatescenarioof chainingand
executionfor multiple instanceqe.g. adding10 hosts).
The policies are evaluatedfor all four SAN con gura-
tions (X-axis). The Y-axis plots the time takento eval-
uatethe policiesin milliseconds. The resultshave been
averagecdover10runs.

7.4.1 Policy-1

“Every HBA that hasa vendornameV and modelM should
havea rmware level eithernl,n2 or n3”

The rst policy requiresa certainconditionto hold on
anHBA entity class. We analyzethe impactof the pol-
icy whenan HBA is added. The baseimplementation
will triggerthe HBA scopeandtry to evaluatethis pol-
icy. Due to its lack of classi cation logic, it will end
up evaluatingthe policy afreshandthus,for all HBA in-
stances.The class implementationvould identify it to
beanEC-Indpolicy andonly evaluateon the nev HBA
entity. The cach implementationdoesnot help since
thereis no traversalof the graph. The agg implemen-
tationalsodoesnothelp. As aresult,all implementation

is equivalentto having only class optimization.Figure-4
shavs theresultsfor the differentSAN con gurations.
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Figure4: Policy-1. class, all provide maximumbene t

As seenfrom the graph,thereis a signi cant differ-
encebetweerthe bestoptimizedevaluation(all) andthe
baseevaluation.Also, asthe sizeof the SAN increases,
thecostsfor thebaseimplementationincreasewhile the
all implementatiorstaysthe same sinceirrespectve of
SAN size, it only needsto evaluatethe policy for the
newly addedHBA.

7.4.2 Policy-2

“No two devicesin the systentanhavethe sameWWN..

The secondpolicy ensuresuniquenesof world wide

names(WWNs). We analyzethe impactwhen a new

hostis added.The baseimplementatiorwill triggerthe

device scopewithout classi cationlogic andcheckthat

all deviceshave unigueWWNSs. The class implemen-
tation will only checkthat the new hosthasa unique
WWN. The cach implementationperforms similar to

base Theagg implementatiorwill createa hashtable,
anddo hashtbaldookups. The all implementatioralso

useghehashtableandonly checksthe new host.
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2000 - class —>—
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% 1500} e
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Figure5: Policy-2. agg, all provide maximumbene t

As Figure-5shaws, agg and all perform much bet-
ter thanthe baseimplementation class performsbetter
thanbaseby recognizinghatonly thenew hostneedso
bechecled.



7.4.3 Policy-3

“The numberof portsof typeX in thefabric is lessthanN”
The third policy limits the total numberof portsin the
fabric. We analyzetheimpactof addinga new hostwith
4 portsto the SAN. For eachaddedport, the baseimple-
mentationwill countthetotal numberof portsin thefab-
ric. The classimplementatiorperformsno better since
it is an EC-Col policy. The cach implementationalso
doesnot help. Theagg implementatiorkeepsa countof
the numberof portsandonly incrementghe countand
checksagainstthe upperlimit. The all implementation
alsoexploitsthe aggreyatekeeping.
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Figure6: Policy-3. agg, all provide maximumbene t

As can be seenfrom Figure-6,agg andall perform
signi cantly betterdueto the ability of aggreyatingthe
requiredinformationfor thepolicy evaluation.

7.4.4 Policy-4

“The SANshouldnot havemixedstorage typesud asSSAFC
andSCSiparallel”
Thefourth policy ensureshatthe SAN hasuniform stor
agetype. Forthispolicy, we analyzeheimpactof adding
a new storagecontroller The baseimplementatiorwill
triggerthestoragescopeandevaluatethepolicy ensuring
all controllersarethe sametype. Thecachimplementa-
tionwill nothelp. Theclassimplementatioronly checks
thatthe newly addedcontrolleris the sametypeasevery
othercontroller Theagg implementatiorwill transform
the policy to an EC-Ind policy by keepingan aggreate
valueof thecurrentcontrollertype, T in the SAN. How-
ever, withoutclassi cation,it wouldendupcheckingthat
all controllershave thetype T. Theall implementation
combinegheclassi cationlogic andtheaggreyatetrans-
formationto only checkfor thenew controllet
Figure-7shavstheresultwith all performingthebest,
while class and agg doing betterthan baseand cach.
The differencebetweenthe bestand poor implementa-
tions is small since the total numberof controllersis
small.
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Figure7: Policy-4. all providesmaximumbene t

7.4.5 Policy-5

“An ESSarray is not availableto opensystemsf an iSeries
systenis con guredto array”

The fth policy is an SPTH policy that checksthat an
iSeriesopensystemshostdoesnot work if an ESSar
ray is usedwith the controller We analyzethe impact
of addinga new hostto the SAN for this policy. The
baseimplementationensureghat all iSeriesopensys-
temshostsdo not have ary ESScontrollersconnected
to them. This requirescalling the getContr oller() API
functionsof the hostentitiesandwill causeraversalsof
the graphfor all host-storageconnections. The class
implementationidenti es that it beingan SPTH, only
the new createdpaths(pathsbetweenthe newly added
host and the connectedstoragecontrollers)needto be
checled. The cach implementatiorwill run similar to
base but will cacheall functioncall resultsatintermedi-
atenodeqAs mentionedefore,it would meanthateach
edgewill betraversedatmostonce).Theagg implemen-
tation doesnot help andthe all implementationwould
useboththeclassi cationlogic andthecaching.

5000
4500
4000
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500-100 750-150 1000-200
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Figure8: Policy-5. Only all providesmaximumbene t

As shawvn in Figure-8,the baseandagg implementa-
tion performextremelypoorly (multiple ordersof magni-
tudein difference)dueto multiple traversaldor thehuge
SAN graph.Ontheotherhand,class andcach areable



to optimizesigni cantly andtheir combinationin theall
implementatiorprovidesdrasticoverall bene ts. It also
scalesxtremelywell with theincreasingSAN size.

7.4.6 Policy-6

“A HBA cannotbeusedto accesdothtapeanddiskdrives:
The sixth policy is an MPTH policy which requires
checkingthat eachHBA is either connectedo tapeor
diskstorage We analyzetheimpactof addingahostwith
2 HBAs to the SAN. The baseimplementationwould
checkthe policy for all existing HBAs. The cach im-
plementatiorwould do the same,exceptthe cachingof
resultsatintermediatenodes.Theclass implementation
doesnot optimize in this casesinceit considersit an
MPTH policy andchecksfor all paths(Section-6.1)The
agg implementatioriransformghepolicy toanSPTHby
keepingaggreyatefor thetype of storagebeingaccessed,
but checksfor all HBAs dueto thelack of classi cation
logic. The all implementationis ableto transformthe
policy andthenusethe SPTHclassi cationlogic to only
checkfor thenewly addedHBASs.
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Figure9: Policy-6. Only all providesmaximumbene t

Figure-9shows the results. The base class andagg
implementatiorperformmuchpoorly thenthe cachim-
plementationsincethe cachimplementatiorreuseglata
collectedoncefor theother Theall implementatiorper
formsthe bestby combiningall optimizations.

7.4.7 Policy-7

“No two differenthosttypesshouldexistin the samezon€'

The seventhpolicy requiresthatall hosttypesshouldbe

the samein zones. We analyzethe impact of adding
a hostHBA port to a zone. The baseimplementation
would checkthatall hostsin eachzoneare of the same
type. The class implementationwould checkonly for

the affectedzone. The cach implementatiorwould be

the sameasbase Theagg implementationwould keep
anaggrejatehosttypefor eachzoneandcheckthepolicy

for all zones.Theall implementatiorwould combinethe

aggreyatewith the classi cationandonly checkfor the
affectedzone thatthe new hosthasthe sametypeasthe
aggreyatehosttype value. Figure-10shaws the results.
Again all implementatiorperformsthe best,thoughthe
differencebetweenall implementationss small.
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Figure10: Policy-7. all providesmaximumbene t

8 Discussion

One of the main objectvesof the Zodiac framework is
to ef ciently performimpactanalysisfor policy enabled
SANSs. It is importantto notethatthe optimizationsde-
scribedin this paperattackthe problemat a highercon-
ceptuallevel, manipulatingthe designandevaluationof
policies.In theoverallimpactanalysigpicture,moreop-
timizationswill beplugged-inat otherlayers.For exam-
ple,anotheldayerof optimizationss while obtainingthe
datarequiredfor policy evaluationfrom the SMI-S data
provider. In the CIM architecturg13], the CIM client
obtainsdatafrom the provider over the network. This
processanbe optimizedby techniquedik e batchingof
requestspre-fetchinganddatacachingattheclient. An-
otherimportantlayeris thequerylanguageusedfor eval-
uatingthe policies. For example,it is possibleto evalu-
atethepoliciesusingSQL by designingalocal database
schemewnhichis populatedby the CIM client. While we
continueto investigatesuch optimizations,Zodiac has
beendesignedin a mannerthatit is easily possibleto
accommodatéhesento the overall framework.

9 Conclusionsand Future Work

In this paper we presentedZodiac- an ef cient impact
analysisframawork for storageareanetworks. Zodiac
enablessystemadministratorsto do proactve change
analysis, by evaluating the impact of their proposed
changesThis analysisis fast, scalableandthorough. It
includestheimpacton SAN resourcesexisting policies
andalso, dueto the actionstriggeredby arny of the vi-
olatedpolicies. In orderto make the systemef cient,



we proposedhreeoptimizations classi cation,caching
andaggreyation. Basedon our analysisandexperimen-
tal results,we nd thateachoptimizationhasa nicheof
evaluationscenariosvhereit is mosteffective. For ex-
ample,cachinghelpsthe mostduring the evaluationof
pathpolicies. Overall, a combinationof the threeopti-
mizationtechniqueyieldsthe maximumbene ts.
In future, we intendto follow two lines of work. The
rst includesdeveloping more optimizationtechniques
- smarteranalysisfor MPTH policiesand useof paral-
lelism (worksfor SPTHpolicies),to namea few andthe
designof a policy speci cationlanguagehatallows de-
terminationof theseoptimizations.Thesecondlirection
exploresthe integration of the impact analysisframe-
work with variousSAN planningtoolsin orderto pro-
vide betteroveralldesignsandpotentiallysuggestingp-
propriatesystempoliciesfor givendesignrequirements.
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Notes
1This policy is alsoa collection policy sincein orderto evaluate

the policy for the new instanceijt is requiredto getinformationabout
existing instances.

2|nformally, typically an operationaffecting only the “principal”
entity of the policy (hostin the examples)doesnot requirechecking
old paths.

3Sucha policy is requiredsincethe switcheshave a limit on the
numberof zonesthey canhandle



