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Abstract

We presentan architecture of a trustframevork that can
be usedto intelligently tradeof betweersecurityand per
formancein a SAN le system.Theprimaryideais to dif-
ferentiate betweenvarious clientsin the systembasedon
their trustworthinessand provide themwith differing lev-
els of securityand performance Client trustworthiness
re ects its expectedbehaviorand is evaluatedin an on-
line fashionusinga customizablérust model.We alsode-
scribetheinterfaceof thetrustframevork with an example
block level securitysolutionfor an out-of-bandvirtualiza-
tion basedSAN le system(SANFS[10]). Theproposed
framavork can be easily extendedto provide differential
treatmentbasedon data sensitivity usinga con gurable
parameterof thetrustmodel. Thisallowsassociatingstrin-
gent securityrequirrmentsfor more sensitivedata, while
trading off securityfor betterperformanceor lesscritical
data,a situationregularly desiedin an enterprise

1. Intr oduction

Thedesigner®f securitysolutionshave consistenthyde-
batedthe tradeofs betweenlevels of securityandthe re-
sulting performance.Many chooseto nd a balancebe-
tweenthetwo, compromisingstrict securityfor betterper
formance Anotherpracticehasbeenpartitioningusersnto
groups,with eachgroup having differentlevels of privi-

This research(AameekSingh and Ling Liu) is partially supported
by NSFCNS CCR,NSFITR, DoE SciDAC, DARPA, CERCSResearch
Grant,|IBM Faculty Award, IBM SUR grant, HP EquipmentGrant,and
LLNL LDRD.

KaladharVoruganti
IBM AlmadenReseath Center
kaladhar@us.ibm.com

David Pease
IBM AlmadenReseath Center
pease@almaden.ibm.com

Ling Liu
Geomia Instituteof Technolagy
lingliu@cc.gateb.edu

leges(securityclearance).In suchan approacha group
of users(say within a corporate re wall) might get di-
rectaccesgo dataandreceve unencryptedransmissions,
providing high performancewhile anothergroup (outside
the rewall) hasto authenticateigorously and can only
receve encrypteddata,with lower levels of performance.
Thechoiceof asolutionrequirescarefulplanning,analysis
of securitythreatsandthe sensitvity of storeddata.

Considerthe caseof network attachedstoragesystems,
likeanout-of-bandvirtualizedSAN le system]BM SAN
FS[10]. In SAN FS,hostsaccessnetadatdrom dedicated
metadataseners(MDS) andaccesslatadirectly from the
storagecontrollers. For providing block level securityin
such le systemsgapability-basedolutions[3, 7, 11, 12]
requireeachaccesstthe storagecontrollerto bevalidated
(encryption/decryptiorof capability). It is concevableto
designsolutionswherea certainsetof clientst arenotvali-
datedfor correctnesy andthus,providing thembetterper
formance. However, it is essentiato designa dynamic
framawvork whereclientsareprovided/resokedthis trusted
accesdasedntheironlinebehaior. For example,amali-
ciousapplicationcanattemptto exploit a trustedclient. A
dynamicevaluationsystencanadjustthetrustmetricbased
on the new incorrectbehaior, and thus, dynamicallyre-
voke the trustedmodeaccess Similarly usingthis mecha-
nism,deploying new clientswill notrequireanassignment
to acertaingroup,ratherclientswill automaticallydevelop
trustworthinessandthus,gaintrustedmodeaccess.

In thispaperwe presensuchatrustframewnork for SAN
FS-like storagesystems. It is comprisedof (1) a trust

Lideally, privilegesarebestgrantedo applicationgatherthanhosts
2after network layer securitymechanismgor properidenti cation of
suchclients



model, which dictatesthe metricsusedfor evaluationof
client trustworthinessand, (2) trust distrib ution compo-
nent,which includesthe monitoringmechanismsndpro-
videsinfrastructurerequiredto evaluatethe metrics. We
alsodescribethe designof anblock-level securitysolution
for SAN FSandits interfacewith the proposedrustframe-
work througha capability-basegrotocol. Using this com-
bined design,we provide dynamicand con gurable trust
evaluation, which allows online differential treatmentof
clientsanda modelthat canbe canbe easily extendedto
accounfor datasensitvity, andthus,providing differential
treatmenbasedn the natureof the databeingrequested.

Pleasenote that the focus of the paperis not on a se-
cure protocolfor out-of-bandvirtualized storagele sys-
tems. The protocol presentedn Section-3is only usedas
anexampleblock-level securitymechanisnio betterillus-
trate the interfacewith the proposedtrustedarchitecture.
Secondly SAN FS [10] is also usedas a representatie
out-of-bandvirtualized SAN le system. Our designof
thetrustframewvork doesnotrequireary additionalsupport
from SANFS.

The restof the paperis organizedas follows. We be-
gin by discussingrust and client trustworthinessn con-
text of a storageareanetwork le systemin Section-2.In
Section-3,we explain the designof the samplecapability
basedlock-level securitymechanisnfior SAN FS.Thenin
Section-4we describethe proposedrustframeawvork inter-
facedwith thesecuritymechanismin Section-Svediscuss
therelatedwork in securitysolutionsfor SANFS-like stor
agesystemsandalsothe useof trustframeworksin other
areadike P2PWe nally concluden Section-6with anote
onfuture courseof work.

2. Trust and Trustworthiness

The coreideaproposedn this paperis dynamic ne-
graineddifferentialtreatmentof clientsbasedon their ex-
pectedandobservedehaior. In this section,we describe
ourmotivationandbrief descriptiorof our proposednfras-
tructure.

We nd it bestto explain our ideasusing the security
mechanismdor an out-of-bandvirtualized SAN le sys-
tem. Variouscapabilitybasedmechanismg7, 11, 12, 3]
have beenproposedo provide secureaccesdor such le
systems.In additionthis issuesenesasa strongpushfor
thenew paradignof objectbasedstoragd6, 4]. In suchan
ervironment,hostsaccesstoragedirectly andit is essen-
tial to restrictthemto disk blocksauthorizedby the meta-
dataseners. All proposedsolutionsrequire perrequest
encryption/decryptiorat the storagecontrollers,in order
to verify whetherthe client is authorizedto accesghe re-
guestedlock. Thisis wherewe proposea substantie de-
signchange.

In an enterprisescenario thereare a variety of clients
and applications,which needto be subjectedto different
levels of security Basedon that, ideally we can provide
themwith differing levels of performance.For example,
an in-housedevelopedapplicationwhich hasbeenexten-
sively testedandfoundto alwaysrequesthe blocksthatit
hasbeenauthorizedo accessganpotentiallybeallowedto
accessstoragewithout ary cryptographicveri cation (be-
yond establishinghe identity). As anotherexample,con-
sider a policy-compliancedaemon,which arnyway is al-
lowedto accessll storageneednot pay the costsof per
requestencryptionand decryption. On the otherhand,a
userapplicationcan not be blindly trustedto accessonly
storageblocksthatit hasbeenauthorizedo access.

This leadsto theideaof providing wealer levels of se-
curity for certaintrustedapplicationsin orderto provide
themwith higherlevels of performance.One possibleso-
lution is to apriori associaterustvalueswith eachapplica-
tion that dictatesthe level of performance.However, this
makesthe systemextremelyvulnerableto maliciousactiv-
ity. Considera highly trustworthy applicationwhich is not
cryptographicallyveri ed for access Any compromiseof
its license/digitalsignaturecan allow a malicioususerto
accesary storage.To alleviatethis problem,we propose:

1. A dynamictrustframenork which allows for dynamic
accumulatioranddegradationof trustvaluebasedn
samplebsenationsof applicationbehaior.

2. A trust-kut-verify principle, which insuresthat even
trusted applicationsare probabilistically and lazily
veri ed for correctbehavior, andtrustvaluesadjusted
basednthat.

3. Example Block-level Security Design

In this section, we will describethe design of a
capability-basedtblock-level securityprotocolfor SAN FS.
This actsasthe underlyingsecuritysolutionwhich will be
extendedto supportthe trust framewnork. Our designis
a small variation of variousexisting protocols[3, 7, 11]
andasmentioneckarlier, is only usedto illustrateour trust
framework ideas.First, we describethe securitymodelas-
sumedfor thisdesign.

3.1. Security Model

For our design,we distinguishbetweennetwork layer
securityandapplicationlevel security The network layer
security mechanismsprevent against addressspoo ng,
paclet snifng or othernetwork layerattackslike man-in-
the-middle. It is a well-researche@reaand off-the-shelf
standarddik e IPSecare availableto ensurenetwork layer
security In addition, we also assumestandardhashing



techniquedike MD5 for ensuringmessageantegrity. In
this paper we only focuson applicationlevel securitytar
getedat our applicationSAN FS. Otherthanthe network
layerguaranteeghe clientsareconsideredintrusted.The
storagecontrollersandmetadatasenersareassumedo be
trustedandin physicallyprotectedervironmentsandshare
a secretkey. We alsoassumedataaccesgightsto be as-
sociatedvith eachclientapplication ratherthantheclient.
This preventsbuggy (maliciousor otherwise)applications
from accessingstoragethey are not authorizedto access.
As a result, the authentication/authorizatiois doneat a
level of applicationcredentialwhich canbe a securedigi-
tal certi cate or ary othertamperproof certi cation. This
tokenis securelypassedrom the applicationto the client
for authenticatiorandaccess We assumehis mechanism
to be secureby appropriatesecurityof the underlyingOS
andtheinterfaceshetweenvariousapplicationlayers.

In the rest of the discussion,unlessspeci cally men-
tioned,a “client” refeis to an application credentialand
nota host.

3.2. Protocol

In this section,we describeour examplesecurityproto-
col.

Comparedto the insecureSAN FS, one of the main
modi cations in our designis to perform accesscontrol
checksat the metadataseners (MDS). The MDS should
beableto do authenticatiorandaccess-righthecksbefore
giving metadatanformationto ary client. Theaccessan
be deniedbasedon eithersecurity/accespolicies or con-
sisteny requirement®.g. anotherclient alreadyholdsan
exclusive lock onthat le. Suchauthenticatiorandautho-
rizationmechanismsanbeimplementedasecdon various
known solutionsand we call this layer at the MDS - the
authorizationserver (AS) layer Note thatit canbe im-
plementedutsidethe scopeof the MDS aswell, in which
caset is contactedeforeany metadatanformationis pro-
videdto the client. At the storagecontrollerside,we use
a securitylayer called validator which is responsiblefor
validatingclientaccesses.

Now, whena client requestametadatarom the MDS,
the AS checkswhetheraccesganbe grantedto the client.
If yes,theMDS returnsmetadatalongwith atoken(capa-
bility) of theform:

token K ID EL ARTS

wherelD is the uniquerequestiD, EL is the block extent
list sentto theclientfor therequestAR is theaccessights
for thatmetadatgread/write),TSis thetimestampatwhich
the token was generatedand' ' indicatesconcatenation.
We useK to indicateencryptionusingthe secretshared

betweerMDS andstoragecontrollers;it canbea symmet-
ric key or anef cient keyed-hashtMAC [5].

Whentheclientsendsablockrequesto thestoragecon-
troller, it includesthis tokenin the request. The security
layeratthestoragecontrollerdecryptghetokenandchecks
whetherthe block requesteds includedin the blockscon-
tainedin the extentlist in the token. Also, if the clientis
attemptingto write a block, the validator checkswhether
the client hasappropriateaccesgights. If it does,access
is granted elsedenied. This ensureghat the storagecon-
troller doesnot provide accesso ary client that hasnot
beenspeci cally authorizedoy the MDS.

For every successfulrequest, the storage controller
sendsbacka new token containingan updatedimestamp,
thusrefreshingthetoken.

refreshedtoken K ID EL ARTSav

whereT S,qy is thetimestampwvhentherequestvassened
by the storagecontroller

For revocationof this capability we usea two-stepap-
proach(usingID andTS). We will alsoanalyzerevocation
mechanism prior research7, 12].

1. Eachrequesgetsa uniqueintegerID from the MDS.
Wheneer a client givesup a lock, the MDS noti es
the storagecontroller, by sendingan explicit revoke
messageindicating the ID whoselock hasbeenre-
voked. Thus,whenthe client triesto accesghe stor
age thecontroller rst checkavhetherits ID hasbeen
revoked by the MDS and dery accessf thatis the
case.

2. To prevent prolongedstatemaintenanceat the stor
age controllerto keepthe revocationlist, we usea
token-expirationmechanismwhich automaticallyex-
piresthe token after a certaintime (t). This allows
thecontrollerto maintaintherevocationlist for only t
units of time. It works asfollows: Whenthe client
gives up a lock, the MDS noti es the storagecon-
troller of the ID whoselock hasbeenrevoked. The
storagecontroller keepsthe ID in its revocationlist
for t units of time. During thatduration,if the client
triesto accesshe storagecontroller, the controllerre-
jectstherequestbasedon the ID beingrevoked. As
aresult,theclientwill notbeableto refreshits token.
After t unitsof time, thestoragecontrollerdumpsthe
revocationstatefor the ID andwill still dery client
requestsincethe TS in its tokenwill be olderthant
unitsandthus,expired.

t canbe setasa systemparametebasedon workloads
- a larger t requiresthe storagecontroller to maintain
statefor a longerperiodof time, which is feasiblefor low
load scenarios. The restriction sucha mechanisnmposes
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Figure 1. Example Protocol

is thata client hasto generatea requestwithin t units of

time to keepits token refreshed.Notice that pre-fetching
of metadatais also handled since the token contains
information aboutall the metadatathat a client receved

from the MDS (and thus hasaccesdo) and a successful
requestfor ary single block in the metadatawill refresh
thetokenfor the restof the metadataswell. In addition,

the client canregain accesgo the databy gettinga new

tokenfrom the MDS. This canpotentiallybe piggybacled

with the datalocking andleaserenaval mechanismg§10].

Amongotherresearchtherevocationhasbeenhandled
in differentways.[7, 12] useobjectversionnumberswhile
[3] usesa capabilityID like oursandoptimizesby group-
ing capabilitiesand ability to revoke an entiregroup. In-
corporatinggroupingin our design,combinedwith its self-
expiration capabilitiesapproachganleadto reductionsof
revocationtrafc and memoryutilization at the validator
The completesecureprotocolis shavn in Figure-1.

4. Trust Framework

In this section,we rst discussour proposedtrusted
modeaccessnechanisnm(Section-4.1). Then, we discuss
the kind of trust ratings/modelsthat we use. We will
alsodescribevariationsto our proposednfrastructureand
tradeofs involvedbetweerthem.

4.1. Trusted Mode Access

In our trust infrastructure,we associatea trust rating
with eachapplication(client credential)and storethatin-
formationat the MDS. Now whena client requestsneta-
datafrom theMDS, the MDS checkshetrustratingbased
on its credentialand then accordingto a policy (as de-
scribedin Section-4.2)candecideto trustthe client. The
objective now is to preventthe encryptionand decryption

costsat the storagecontrollerfor eachdatablock request,
asin the original design,andlet the storagecontrollerser
viceall requestgor theclientwithoutcheckingthevalidity.

This is accomplishedusing anothernev messagebe-
tweenthe MDS andthe storagecontroller Speci cally, the
MDS will senda

TRUST Credertial

messageo the storagecontroller, which indicatesto the
controllerthat the client is fully trustedto accesghe au-
thorized storage,and thus, whenever the client requests
blocks, the controllershouldjust ful Il the requestwith-
out decryptingthe token. It alsodoesnot needto refresh
the token (preventing encryption). Also, the credentialis
assumedo betrusteduntil the MDS sendsanexplicit

REVOKE Credertial

messagéo the controller

To preventclientswith goodtrustratingsfrom exploit-
ing this modeof accesswe usea strict trustmodelandan
auditingmechanisndescribedn Section-4.2.

We believe thatthis trustedaccessnechanisntanhave
a signi cant performancampact, sincein ary enterprise
setting,therewill potentiallybe a numberof applications
that are completelytrustedor have accesgo all storage
(monitoringapplicationscomplianceapplications).Those
applicationscan always operatein sucha trustedmode,
thuseliminatingthe needfor validatingtokens,which re-
quiresexpensve cryptographicoperations.Fromthe stor
agecontrollerpoint of view, it only hasto keepadditional
statefor all trustedcredentialswhich is not a prohibitive
overhead.

Giventhe generaldescriptionof how we enabletrusted
modeaccesswe discussthe detailsof our trustinfrastruc-
turenext.



4.2. Trust Infrastructur e

The useof trustratingshasbeenextensiely researched
in reputationbasedR systemsyecommendatiosystems,
P2P systemsand other e-commercesettings[2, 1, 13, 9,
15]. Therearetwo key component®f ary trust-basedn-
frastructure:

Trust Model: This determineghe modelof trustas-
sociatedwith eachclient, for example,whetherarny
client has only a binary trust rating - 1 indicating
trustedand O indicating not trustedor a continuous
ratingin 0 1, 1 beingmosttrustedandO beingleast
trusted. It alsodetermineshow a measurablenetric
is mappedto atrustrating, for example,if clientac-
cesseswuthorizedstoragemorethan80%of time, it is
trusted(trust rating 1 for the former model), or trust
ratingis equalto the percentagef authorizedaccess
(trustrating 0.8 for thelattermodel).

Trust Distrib ution: This componentis responsible
for providing theinfrastructurethatis requiredo eval-
uatethe metricsusedby the trust modelto compute
the rating. For example, how to calculatenumber
of successfultransactiongfor the example models
above) andhow to disseminatehisinformationto ap-
propriateagentswhich actontheseratings.

First we discussthe trust model componenbf our de-
sign.

4.3. Trust Model

For the purposeof this discussionassumehatthe trust
ratingsaresomehav availableto the MDS. We explain in
thetrustdistributioncomponenhow thatis achieved. Also,
for therestof the discussiona transactiorrefersto anac-
cesof storageat the storagecontroller

In ourdesignwe usea[0,1] trustmodelwith eachclient
having atrustratingfrom 0to 1. Thetrustratingis dynamic
andchangesvith thebehavior of theclient. We alsosetthe
probability of a client gettinga trustedmodeaccessqual
to its trustrating, e.g. a clientwith trustratingof 0.6 hasa
60% chanceof gettinga trustedmodeaccesandit retains
the accesauntil its credentialis revoked. The revocation
canoccurwhenit no longerhasaccesgo the metadatat
requestede.g.if it gaveupthelock) orits trustratingdrops
(theexactpolicy in this casels describedbelow).

In addition, the client applicationshave differenttrust
valuesfor eachstoragecontroller This is to prevent a
buggy, but not malicious,applicationthataccessess stor
agecontrollerin a correctmannerbut incorrectlyaccesses
anotherstoragecontroller, from beingpenalizen its cor-
rect accessesAlso this potentially helpsus in doing ap-

plication error detection. However, this approachmay in-
creasethe trust ratings store size and may male it pro-
hibitive whenthere are a large numberof client applica-
tions. In thosescenarioswe recommenda single rating
acrossll controllers.

As discussedearlier we want to have a strict trust
model, so that clients are strongly discouragedrom ac-
cessingstoragethey are not authorizedto access. Also,
it mustberelatively toughto build agoodtrustratingwhen
startingfrom scratch. This is requiredto preventa mali-
cious applicationfrom startingfresh and gaining a good
trustrating easily andthenexploiting it. We achieve both
of theserequirementsn the following manner First, we
setathresholdy , on thetotal numberof transactionslone
beforea clientcaneverbeallowedto operatéan thetrusted
mode. After that thresholdis achieved, the client's prob-
ability of gettinga trustedmodeaccesss proportionalto
theratio of the correcttransactiongo the total numberof
transactionsSpeci cally,

0 #tr vy
Pr(TrustedAccess) TrustRating= str a
o Hroy

where#tr is thetotal numberof transactiongnd#ctris the
numberof correcttransactionand0 a lisacong-
urable parameterdeterminingthe strictnessof the model
desired.

The thresholdy preventsapplicationsfrom gaining a
good trust rating immediately After that, the probabil-
ity of gettinga trustedmodeaccesss determinecby the
probability of the accessbeing correct (equalto the ra-
tio of correcttransactiongo the total numberof transac-
tions). It canbe arguedthat the thresholdis achiesed by
just doing a large numberof transactionsirrespectve of
the correctness.However, it is highly likely that a mali-
cious/luggy applicationcanbe detectedbeforethe thresh-
old is achieved,andin addition,if thosetransactionsvere
largely incorrect,the probability of gettinga trustedmode
acceswvill beverylow (which canbefurtherpenalizedby
settinglow valuesof a).

As discussedabore, once a client gets trusted mode
access,it retainsaccessuntil it is speci cally revoked
by the MDS. We set this revocation policy as follows.
Wheneer a client accessestorageit is not authorizedto
accessits trust value drops(becausehe ratio drops)and
thatindicateso the MDS to revokeits trustcredential(if it
is in trustedaccessnode). The mechanisnof identifying
an unauthorizedaccesss detailedin the trust distribution
componenbf thearchitecture.

4.3.1Extensions

Note that until now the trust rating is only a function of
clientbehavior. However, in our trust model, it is easyto



adjustthe client trust rating for a storagecontrollerbased
onthekind of datastoredin thatcontrollet For example,if
anorganizatiorstoresextremelycritical dataat a particular
storage,t canensurethat the trustedmodeaccesss not
allowed or extremely dif cult to getfor that storagecon-
troller. This canbeachiezedby simply settingavery small
valueof a (a=0 meansno trustedmodeaccessxceptfor
absolutelyperfect,#ctr = #tr, applications).This provides
an easyextensionby incorporatingdifferential treatment
basedn datasensitvity, in our design.
Anotherpossiblesxtensionis to provide differentlevels
of trustedmode access. For example, for a moderately
trustedapplication,we canusesmallerkeys in encryption
of the capabilityto provide a betterlevel of performance,
but still with moresecuritythana completetrustedaccess.

4.3.2Preventing Deliberate Gaming of the Model

A possiblethreatto theframeawork is the deliberategaming
of the modelby maliciousapplications For example,with
theknowledgeof trustmodelparametergthe thresholdy ,
a), it is possiblethat a maliciousapplicationcan access
storageblocksit is not supposedo accessuntil it gains
trustedmodeaccessandthenit attemptsto accesunau-
thorizedblocks. Therearenumberof mechanismsghatcan
handlethis ef ciently . Firstly, note that the trustedmode
accesss provided only probabilisticallyand gainingtrust
aborethethresholddoesnotimmediatelyguaranteérusted
modeaccessSecondlyasdescribedaterin thetrustdistri-
bution aspecbof theinfrastructureapplicationaccesseare
lazily veri ed andary unauthorizedaccesgenalizeshe
applicationby revoking trustedmodeaccessanddropping
thetrustvalue.In addition,therearea numberof proposed
mechanismgn trust modelresearci14, 16] that handle
thesescenarios As an example,a singleunauthorizedac-
cesswhichis of only oneblock, canbe usedto puttheap-
plicationin ablacklistpreventingary furthertrustedmode
accesor the trust value canbe droppedmoredrastically
which in conjunctionwith a low value of a canseverely
limit trustedmodeaccesdrequeng.

4.4. Trust Distrib ution

Now, we discusghetrustdistribution componenbf our
infrastructure This detailsthe mechanismsequiredto ob-
taintheinformationnecessaryo computetrustratings.

Given the above trust model, MDS requiresstatistics
aboutthe numberof transactionandthe numberof correct
transaction$or eachclientateverystoragecontroller Dur-
ing anon-trustednodeaccessthesecuritylayeratthestor
agecontrollercaneasilycomputethesenumbers Both #tr
and#ctr are maintainedascounterswith #tr incremented

for every accessand #ctr incrementedf the accesswas
grantedaftervalidatingthetoken.

Ontheotherhand,whenaclientaccessestoragdn the
trustednode thetokenis notdecryptedandthus,it cannot
beimmediatelyascertainedvhetherthe accessvascorrect
or not. In this case we usean auditingmechanism.Note
thatevenin trustedmodeaccesstheMDS doesgiveavalid
tokenfor the rst time whenthe client requestd¢he meta-
data. In orderto catchary violations during the trusted
mode accessthe securitylayer logs the encryptedtoken
alongwith the requestedlocksinformation. An auditing
processwill decryptthe token at a later time and deduce
whetherthe client accessedhe right storage.Thus,while
in non-trustednodethe overheadsaredueto a decryption
and an encryption,the trusted-modeaccesshasthe over
headof logging (extra writes for logs) andauditingwhich
areamortizedby the total numberof requests We believe
that this mechanismwill still reduceindividual response
times.

In addition, we canextendthis auditingmechanisnto
beaprobabilisticmechanisnaswell. For example,during
atrustedmodeaccessa sampleof all accessess actually
logged,thusreducingthe overheadsThe size of the sam-
ple canbefurtherdeterminedasedn client behaior, for
example,the numberof timesthe client accessedtorage
it is not authorizedo accessluring a trustedmodeaccess
(indicatingmaliciousbehavior). We continueto investigate
this.

The trustedmodeaccesdogs have the following struc-
ture:

Credertial Token TS, Block-1, Block-2,

wherethe credentialis the applicationcredentialin the
trusted-modeccessThetokenis the rst token,the stor
age controller received from the client when the trusted
modeaccesswasinitiated, TS; is the timestampof a rst
datarequestusing this token and the blocks are the ad-
dressesf datablocks accessedy the client during the
trusted-modaccessTheTS; entryof thelog is to prevent
the scenariovherea maliciousclient sendsan expired to-
kenandtriesto accessheblocksallowedunderthattoken,
even after the accesgights were revoked®. The auditing
procesdaterdecryptshetokenandveri es thattheblocks
accessedvere allowed underthe accesgights of thatto-
ken. Note thatit is possiblefor a client to use multiple
tokenswithin a singletrusted-modesession.In that case
all thosetokensarelogged.

The auditing processcan either be locatedat the stor
agecontrollerusingits free CPU cyclesor on a different
sener (possiblyat one of the MDS) which canaccesghe

3If the maliciousapplicationaccesseblocksoutsidethe extentlist in
thetoken, it will becapturedoy theauditingprocess



trusted-modeccesdogs to updatethe counts. The meta-
datasenersthenupdatethe trust ratingsin batchesperi-
odically. Thus,thetrustratingis not modi ed afterevery
client transactionput ratheris modi ed in batches.This
is doneto prevent excessve communicationdetweerthe
controllerandthe MDS. If the auditingprocesss located
attheMDS, thetotal overheadsirereducedsincethetrust
ratingscanbe evaluatedduringthe auditingprocesstself.

It is possiblefor the storagecontrollerto storethe trust
ratingsat the controllersitself andprobabilisticallydecide
whetherto verify thetokenor not. Thereasorwe chosethe
MDS to storetrust ratingswasto have e xibility in con-
trolling the trust process. For example,it would be easy
to updatethe trust model, changethe valuesof y anda
parametersr changethe policy for grantingtrusted-mode
accessAlso it is easierto performstatictrust settingsfor
exampleanadministratoicanexplicitly specifyanapplica-
tion to betrusted(say a monitoringapplicationwhich has
accesso all storagewithoutwaitingfor it to gatheragood
trustrating. Using MDS hostedtrustvalue,we have elim-
inatedthe needfor a controllerto have any knowledgeof
trustratings.

5. RelatedWork

Therehasbeensigni cant amountof work in security
of out-of-bandvirtualizedSAN le systemd3, 7,11, 12].
Thesesolutionsare broadly all capability-basedolutions
and differ in details of capability designand revocation
mechanismsAnotherapproachowardssecurityhasbeen
throughthe ObjectStoreinitiative [6, 8, 4], in which data
is assumedo be accesseth theform of objectswith each
objecthaving associateéccessightswith it. All of these
solutionsattemptto provide secureprotocolsfor complete
securityundertheir assumednodels. Our work is distin-
guishedfrom theprior researchdueto thetradeof mecha-
nismsin which we chooseto differentiatebetweenrclients
andthe databeingrequestedand give differentlevels of
performance.The tradeof mechanisnis designedn the
form of a trustframawork, utilizing the trust relatedwork
in P2R andecommercg2, 1, 15, 13, 9]

6. Conclusionsand Futur e Work

In this paper we presenteda trust framewvork which
is usedto provide differentlevels of securityand perfor
manceto distinct clients basedon their systembehavior.
Thetrustmodelis customizableanddynamicto automati-
cally promoteandrevoke thelevelsof accesso theclients.
In addition, the model can be easily extendedto provide
differentlevels of securitybasedon the natureof databe-
ing requestedWe alsopresentedhe interfaceof thetrust

framework with a block-level securitysolutionfor a SAN
le system.In the future, we planto empirically evaluate

the framawork designfor variousbenchmarksndalsoin-
creaseaheef ciency of thetrustdistribution component.
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