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Abstract

Wepresentanarchitectureof a trust frameworkthatcan
beusedto intelligently tradeoff betweensecurityandper-
formancein a SAN�le system.Theprimary ideais to dif-
ferentiatebetweenvariousclients in the systembasedon
their trustworthinessand provide themwith differing lev-
els of security and performance. Client trustworthiness
re�ects its expectedbehaviorand is evaluatedin an on-
line fashionusinga customizabletrust model.We alsode-
scribetheinterfaceof thetrust frameworkwith anexample
block level securitysolutionfor an out-of-bandvirtualiza-
tion basedSAN�le system(SANFS [10]). Theproposed
framework can be easily extendedto provide differential
treatmentbasedon data sensitivity, using a con�gurable
parameterof thetrustmodel.Thisallowsassociatingstrin-
gent securityrequirementsfor more sensitivedata, while
tradingoff securityfor betterperformancefor lesscritical
data,a situationregularly desiredin anenterprise.

1. Intr oduction

Thedesignersof securitysolutionshaveconsistentlyde-
batedthe tradeoffs betweenlevels of securityand the re-
sulting performance.Many chooseto �nd a balancebe-
tweenthetwo, compromisingstrict securityfor betterper-
formance.Anotherpracticehasbeenpartitioningusersinto
groups,with eachgroup having different levels of privi-
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leges(securityclearance).In suchan approach,a group
of users(say, within a corporate�re wall) might get di-
rectaccessto dataandreceive unencryptedtransmissions,
providing high performance,while anothergroup(outside
the �re wall) has to authenticaterigorously and can only
receive encrypteddata,with lower levels of performance.
Thechoiceof asolutionrequirescarefulplanning,analysis
of securitythreatsandthesensitivity of storeddata.

Considerthecaseof network attachedstoragesystems,
likeanout-of-bandvirtualizedSAN �le system,IBM SAN
FS[10]. In SAN FS,hostsaccessmetadatafrom dedicated
metadataservers(MDS) andaccessdatadirectly from the
storagecontrollers. For providing block level securityin
such�le systems,capability-basedsolutions[3, 7, 11, 12]
requireeachaccessat thestoragecontrollerto bevalidated
(encryption/decryptionof capability). It is conceivableto
designsolutionswhereacertainsetof clients1 arenotvali-
datedfor correctness2, andthus,providing thembetterper-
formance. However, it is essentialto designa dynamic
framework whereclientsareprovided/revokedthis trusted
accessbasedontheironlinebehavior. For example,amali-
ciousapplicationcanattemptto exploit a trustedclient. A
dynamicevaluationsystemcanadjustthetrustmetricbased
on the new incorrectbehavior, and thus, dynamicallyre-
voke thetrustedmodeaccess.Similarly usingthis mecha-
nism,deploying new clientswill not requireanassignment
to acertaingroup,ratherclientswill automaticallydevelop
trustworthiness,andthus,gaintrustedmodeaccess.

In thispaper, wepresentsuchatrustframework for SAN
FS-like storagesystems. It is comprisedof (1) a trust

1Ideally, privilegesarebestgrantedto applicationsratherthanhosts
2afternetwork layersecuritymechanismsfor properidenti�cation of

suchclients



model, which dictatesthe metricsusedfor evaluationof
client trustworthinessand,(2) trust distribution compo-
nent,which includesthemonitoringmechanismsandpro-
vides infrastructurerequiredto evaluatethe metrics. We
alsodescribethedesignof anblock-level securitysolution
for SAN FSandits interfacewith theproposedtrustframe-
work througha capability-basedprotocol.Usingthis com-
bineddesign,we provide dynamicandcon�gurable trust
evaluation,which allows online differential treatmentof
clientsanda model that canbe canbe easilyextendedto
accountfor datasensitivity, andthus,providing differential
treatmentbasedon thenatureof thedatabeingrequested.

Pleasenote that the focusof the paperis not on a se-
cureprotocol for out-of-bandvirtualizedstorage�le sys-
tems. The protocolpresentedin Section-3is only usedas
anexampleblock-level securitymechanismto betterillus-
trate the interfacewith the proposedtrustedarchitecture.
Secondly, SAN FS [10] is also usedas a representative
out-of-bandvirtualized SAN �le system. Our designof
thetrustframework doesnot requireany additionalsupport
from SAN FS.

The restof the paperis organizedas follows. We be-
gin by discussingtrust andclient trustworthinessin con-
text of a storageareanetwork �le systemin Section-2.In
Section-3,we explain the designof the samplecapability
basedblock-levelsecuritymechanismfor SAN FS.Thenin
Section-4,we describetheproposedtrustframework inter-
facedwith thesecuritymechanism.In Section-5wediscuss
therelatedwork in securitysolutionsfor SANFS-like stor-
agesystemsandalsothe useof trust frameworks in other
areaslikeP2P. We�nally concludein Section-6with anote
on futurecourseof work.

2. Trust and Trustworthiness

The core ideaproposedin this paperis dynamic, �ne-
graineddifferentialtreatmentof clientsbasedon their ex-
pectedandobservedbehavior. In this section,we describe
ourmotivationandbrief descriptionof ourproposedinfras-
tructure.

We �nd it bestto explain our ideasusing the security
mechanismsfor an out-of-bandvirtualizedSAN �le sys-
tem. Variouscapabilitybasedmechanisms[7, 11, 12, 3]
have beenproposedto provide secureaccessfor such�le
systems.In additionthis issueservesasa strongpushfor
thenew paradigmof objectbasedstorage[6, 4]. In suchan
environment,hostsaccessstoragedirectly andit is essen-
tial to restrictthemto disk blocksauthorizedby themeta-
dataservers. All proposedsolutionsrequireper-request
encryption/decryptionat the storagecontrollers,in order
to verify whetherthe client is authorizedto accessthe re-
questedblock. This is wherewe proposea substantivede-
signchange.

In an enterprisescenario,therearea variety of clients
andapplications,which needto be subjectedto different
levels of security. Basedon that, ideally we canprovide
themwith differing levels of performance.For example,
an in-housedevelopedapplicationwhich hasbeenexten-
sively testedandfoundto alwaysrequesttheblocksthat it
hasbeenauthorizedto access,canpotentiallybeallowedto
accessstoragewithout any cryptographicveri�cation (be-
yondestablishingthe identity). As anotherexample,con-
sider a policy-compliancedaemon,which anyway is al-
lowedto accessall storage,neednot pay thecostsof per-
requestencryptionanddecryption. On the other hand,a
userapplicationcannot be blindly trustedto accessonly
storageblocksthatit hasbeenauthorizedto access.

This leadsto the ideaof providing weaker levelsof se-
curity for certaintrustedapplicationsin order to provide
themwith higherlevelsof performance.Onepossibleso-
lution is to apriori associatetrustvalueswith eachapplica-
tion that dictatesthe level of performance.However, this
makesthesystemextremelyvulnerableto maliciousactiv-
ity. Considera highly trustworthyapplicationwhich is not
cryptographicallyveri�ed for access.Any compromiseof
its license/digitalsignaturecanallow a malicioususerto
accessany storage.To alleviatethis problem,we propose:

1. A dynamictrustframework whichallowsfor dynamic
accumulationanddegradationof trustvaluebasedon
sampledobservationsof applicationbehavior.

2. A trust-but-verify principle, which insuresthat even
trusted applicationsare probabilistically and lazily
veri�ed for correctbehavior, andtrustvaluesadjusted
basedon that.

3. ExampleBlock-level Security Design

In this section, we will describe the design of a
capability-basedblock-level securityprotocolfor SAN FS.
This actsastheunderlyingsecuritysolutionwhich will be
extendedto supportthe trust framework. Our designis
a small variation of variousexisting protocols[3, 7, 11]
andasmentionedearlier, is only usedto illustrateour trust
framework ideas.First,we describethesecuritymodelas-
sumedfor thisdesign.

3.1. Security Model

For our design,we distinguishbetweennetwork layer
securityandapplicationlevel security. Thenetwork layer
security mechanismsprevent against addressspoo�ng,
packet snif�ng or othernetwork layerattackslike man-in-
the-middle. It is a well-researchedareaandoff-the-shelf
standardslike IPSecareavailableto ensurenetwork layer
security. In addition, we also assumestandardhashing



techniqueslike MD5 for ensuringmessageintegrity. In
this paper, we only focuson applicationlevel securitytar-
getedat our applicationSAN FS. Otherthanthe network
layerguarantees,theclientsareconsidereduntrusted.The
storagecontrollersandmetadataserversareassumedto be
trustedandin physicallyprotectedenvironmentsandshare
a secretkey. We alsoassumedataaccessrights to be as-
sociatedwith eachclientapplication,ratherthantheclient.
This preventsbuggy (maliciousor otherwise)applications
from accessingstoragethey arenot authorizedto access.
As a result, the authentication/authorizationis doneat a
level of applicationcredential,which canbea securedigi-
tal certi�cate or any othertamper-proof certi�cation. This
token is securelypassedfrom theapplicationto theclient
for authenticationandaccess.We assumethis mechanism
to besecure,by appropriatesecurityof theunderlyingOS
andtheinterfacesbetweenvariousapplicationlayers.

In the rest of the discussion,unlessspeci�cally men-
tioned,a “client” refers to an applicationcredentialand
nota host.

3.2. Protocol

In this section,we describeour examplesecurityproto-
col.

Comparedto the insecureSAN FS, one of the main
modi�cations in our designis to perform accesscontrol
checksat the metadataservers (MDS). The MDS should
beableto doauthenticationandaccess-rightchecksbefore
giving metadatainformationto any client. Theaccesscan
be deniedbasedon eithersecurity/accesspoliciesor con-
sistency requirementse.g. anotherclient alreadyholdsan
exclusive lock on that �le. Suchauthenticationandautho-
rizationmechanismscanbeimplementedbasedonvarious
known solutionsandwe call this layer at the MDS - the
authorizationserver(AS) layer. Note that it can be im-
plementedoutsidethescopeof theMDS aswell, in which
caseit is contactedbeforeany metadatainformationis pro-
vided to the client. At the storagecontrollerside,we use
a securitylayer called validator which is responsiblefor
validatingclientaccesses.

Now, whena client requestsmetadatafrom the MDS,
theAS checkswhetheraccesscanbegrantedto theclient.
If yes,theMDS returnsmetadataalongwith a token(capa-
bility) of theform:

token � K
�

ID � EL � AR� TS�

whereID is theuniquerequestID, EL is the block extent
list sentto theclient for therequest,AR is theaccessrights
for thatmetadata(read/write),TSis thetimestampatwhich
the token was generatedand ' � ' indicatesconcatenation.
We useK

�

� to indicateencryptionusingthesecretshared

betweenMDS andstoragecontrollers;it canbea symmet-
ric key or anef�cient keyed-hashMAC [5].

Whentheclientsendsablockrequestto thestoragecon-
troller, it includesthis token in the request.The security
layeratthestoragecontrollerdecryptsthetokenandchecks
whethertheblock requestedis includedin theblockscon-
tainedin the extent list in the token. Also, if the client is
attemptingto write a block, the validatorcheckswhether
the client hasappropriateaccessrights. If it does,access
is granted,elsedenied.This ensuresthat thestoragecon-
troller doesnot provide accessto any client that hasnot
beenspeci�cally authorizedby theMDS.

For every successfulrequest, the storagecontroller
sendsbacka new tokencontaininganupdatedtimestamp,
thusrefreshingthetoken.

ref reshedtoken � K
�

ID � EL � AR� TSnew �

whereTSnew is thetimestampwhentherequestwasserved
by thestoragecontroller.

For revocationof this capability, we usea two-stepap-
proach(usingID andTS).We will alsoanalyzerevocation
mechanismsin prior research[7, 12].

1. Eachrequestgetsa uniqueintegerID from theMDS.
Whenever a client givesup a lock, the MDS noti�es
the storagecontroller, by sendingan explicit revoke
message,indicating the ID whoselock hasbeenre-
voked. Thus,whentheclient tries to accessthestor-
age,thecontroller�rst checkswhetherits ID hasbeen
revoked by the MDS and deny accessif that is the
case.

2. To prevent prolongedstatemaintenanceat the stor-
agecontroller to keep the revocation list, we usea
token-expirationmechanism,whichautomaticallyex-
pires the token after a certaintime (t ). This allows
thecontrollerto maintaintherevocationlist for only t
units of time. It works as follows: When the client
gives up a lock, the MDS noti�es the storagecon-
troller of the ID whoselock hasbeenrevoked. The
storagecontroller keepsthe ID in its revocationlist
for t unitsof time. During thatduration,if theclient
triesto accessthestoragecontroller, thecontrollerre-
jectsthe request,basedon the ID beingrevoked. As
aresult,theclientwill notbeableto refreshits token.
After t unitsof time, thestoragecontrollerdumpsthe
revocationstatefor the ID and will still deny client
requestsincethe TS in its token will be older thant
unitsandthus,expired.

t canbesetasa systemparameterbasedon workloads
- a larger t requiresthe storagecontroller to maintain
statefor a longerperiodof time, which is feasiblefor low
load scenarios. The restrictionsucha mechanismposes
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Figure 1. Example Protocol

is that a client hasto generatea requestwithin t units of
time to keepits token refreshed.Notice that pre-fetching
of metadatais also handled since the token contains
information aboutall the metadatathat a client received
from the MDS (and thus hasaccessto) and a successful
requestfor any single block in the metadatawill refresh
thetoken for the restof themetadataaswell. In addition,
the client can regain accessto the databy getting a new
tokenfrom theMDS. This canpotentiallybepiggybacked
with thedatalockingandleaserenewal mechanisms[10].

Amongotherresearch,therevocationhasbeenhandled
in differentways.[7, 12] useobjectversionnumbers,while
[3] usesa capabilityID like oursandoptimizesby group-
ing capabilitiesandability to revoke an entiregroup. In-
corporatinggroupingin ourdesign,combinedwith its self-
expiration capabilitiesapproach,canleadto reductionsof
revocationtraf�c andmemoryutilization at the validator.
Thecompletesecureprotocolis shown in Figure-1.

4. Trust Framework

In this section,we �rst discussour proposedtrusted
modeaccessmechanism(Section-4.1).Then,we discuss
the kind of trust ratings/modelsthat we use. We will
alsodescribevariationsto our proposedinfrastructureand
tradeoffs involvedbetweenthem.

4.1. Trusted Mode Access

In our trust infrastructure,we associatea trust rating
with eachapplication(client credential)andstorethat in-
formationat the MDS. Now whena client requestsmeta-
datafrom theMDS, theMDS checksthetrustratingbased
on its credentialand then accordingto a policy (as de-
scribedin Section-4.2)candecideto trust the client. The
objective now is to prevent the encryptionanddecryption

costsat thestoragecontrollerfor eachdatablock request,
asin theoriginal design,andlet thestoragecontrollerser-
viceall requestsfor theclientwithoutcheckingthevalidity.

This is accomplishedusing anothernew messagebe-
tweentheMDS andthestoragecontroller. Speci�cally, the
MDS will senda

€ TRUST Credential •

messageto the storagecontroller, which indicatesto the
controller that the client is fully trustedto accessthe au-
thorized storage,and thus, whenever the client requests
blocks,the controllershouldjust ful�ll the request,with-
out decryptingthe token. It alsodoesnot needto refresh
the token (preventingencryption). Also, the credentialis
assumedto betrusteduntil theMDS sendsanexplicit

€ REVOKE Credential •

messageto thecontroller.
To preventclientswith goodtrust ratingsfrom exploit-

ing this modeof access,we usea strict trustmodelandan
auditingmechanismdescribedin Section-4.2.

We believe thatthis trustedaccessmechanismcanhave
a signi�cant performanceimpact, sincein any enterprise
setting,therewill potentiallybe a numberof applications
that are completelytrustedor have accessto all storage
(monitoringapplications,complianceapplications).Those
applicationscan always operatein sucha trustedmode,
thuseliminatingthe needfor validatingtokens,which re-
quiresexpensive cryptographicoperations.Fromthestor-
agecontrollerpoint of view, it only hasto keepadditional
statefor all trustedcredentials,which is not a prohibitive
overhead.

Giventhegeneraldescriptionof how we enabletrusted
modeaccess,we discussthedetailsof our trust infrastruc-
turenext.



4.2. Trust Infrastructur e

Theuseof trustratingshasbeenextensively researched
in reputationbasedIR systems,recommendationsystems,
P2Psystemsand other e-commercesettings[2, 1, 13, 9,
15]. Therearetwo key componentsof any trust-basedin-
frastructure:

‚ Trust Model: This determinesthemodelof trustas-
sociatedwith eachclient, for example,whetherany
client has only a binary trust rating - 1 indicating
trustedand 0 indicating not trustedor a continuous
ratingin ƒ 0 „ 1… , 1 beingmosttrustedand0 beingleast
trusted. It alsodetermineshow a measurablemetric
is mappedto a trust rating, for example,if client ac-
cessesauthorizedstoragemorethan80%of time, it is
trusted(trust rating 1 for the former model),or trust
rating is equalto thepercentageof authorizedaccess
(trustrating0.8for thelattermodel).

‚ Trust Distrib ution: This componentis responsible
for providing theinfrastructurethatis requiredto eval-
uatethe metricsusedby the trust model to compute
the rating. For example, how to calculatenumber
of successfultransactions(for the example models
above)andhow to disseminatethis informationto ap-
propriateagents,whichacton theseratings.

First we discussthe trust modelcomponentof our de-
sign.

4.3. Trust Model

For thepurposeof this discussion,assumethatthetrust
ratingsaresomehow availableto theMDS. We explain in
thetrustdistributioncomponenthow thatis achieved.Also,
for therestof thediscussion,a transactionrefersto anac-
cessof storageat thestoragecontroller.

In ourdesign,weusea[0,1] trustmodelwith eachclient
havingatrustratingfrom 0 to 1. Thetrustratingis dynamic
andchangeswith thebehavior of theclient. Wealsosetthe
probabilityof a client gettinga trustedmodeaccessequal
to its trustrating,e.g.a client with trustratingof 0.6hasa
60%chanceof gettinga trustedmodeaccessandit retains
the accessuntil its credentialis revoked. The revocation
canoccurwhenit no longerhasaccessto the metadatait
requested(e.g.if it gaveupthelock)or its trustratingdrops
(theexactpolicy in this caseis describedbelow).

In addition, the client applicationshave different trust
valuesfor eachstoragecontroller. This is to prevent a
buggy, but notmalicious,applicationthataccessesits stor-
agecontrollerin a correctmannerbut incorrectlyaccesses
anotherstoragecontroller, from beingpenalizedon its cor-
rect accesses.Also this potentiallyhelpsus in doing ap-

plicationerror detection.However, this approachmay in-
creasethe trust ratings store size and may make it pro-
hibitive when thereare a large numberof client applica-
tions. In thosescenarios,we recommenda single rating
acrossall controllers.

As discussedearlier, we want to have a strict trust
model, so that clients are strongly discouragedfrom ac-
cessingstoragethey are not authorizedto access. Also,
it mustberelatively toughto build agoodtrustratingwhen
startingfrom scratch. This is requiredto prevent a mali-
cious applicationfrom startingfresh and gaining a good
trust ratingeasily, andthenexploiting it. We achieve both
of theserequirementsin the following manner. First, we
seta thresholdy , on thetotal numberof transactionsdone
beforeaclientcaneverbeallowedto operatein thetrusted
mode. After that thresholdis achieved, the client's prob-
ability of gettinga trustedmodeaccessis proportionalto
the ratio of the correcttransactionsto the total numberof
transactions.Speci�cally,

Pr(TrustedAccess)= TrustRating=
0 „ #tr € y

† #ctr
#tr ‡

a #tr ˆ y

where#tr is thetotalnumberof transactionsand#ctr is the
numberof correcttransactionsand0 ‰ a ‰ 1 is a con�g-
urableparameterdeterminingthe strictnessof the model
desired.

The thresholdy preventsapplicationsfrom gaining a
good trust rating immediately. After that, the probabil-
ity of gettinga trustedmodeaccessis determinedby the
probability of the accessbeing correct (equal to the ra-
tio of correcttransactionsto the total numberof transac-
tions). It canbe arguedthat the thresholdis achieved by
just doing a large numberof transactions,irrespective of
the correctness.However, it is highly likely that a mali-
cious/buggyapplicationcanbedetectedbeforethethresh-
old is achieved,andin addition,if thosetransactionswere
largely incorrect,theprobabilityof gettinga trustedmode
accesswill bevery low (which canbefurtherpenalizedby
settinglow valuesof a).

As discussedabove, once a client gets trustedmode
access,it retains accessuntil it is speci�cally revoked
by the MDS. We set this revocation policy as follows.
Whenever a client accessesstorageit is not authorizedto
access,its trust valuedrops(becausethe ratio drops)and
thatindicatesto theMDS to revokeits trustcredential(if it
is in trustedaccessmode). The mechanismof identifying
an unauthorizedaccessis detailedin the trust distribution
componentof thearchitecture.

4.3.1Extensions

Note that until now the trust rating is only a function of
client behavior. However, in our trust model,it is easyto



adjustthe client trust rating for a storagecontrollerbased
onthekind of datastoredin thatcontroller. For example,if
anorganizationstoresextremelycritical dataataparticular
storage,it canensurethat the trustedmodeaccessis not
allowed or extremelydif�cult to get for that storagecon-
troller. Thiscanbeachievedby simplysettingaverysmall
valueof a (a=0 meansno trustedmodeaccessexceptfor
absolutelyperfect,#ctr = #tr, applications).This provides
an easyextensionby incorporatingdifferential treatment
basedondatasensitivity, in ourdesign.

Anotherpossibleextensionis to providedifferentlevels
of trustedmode access. For example, for a moderately
trustedapplication,we canusesmallerkeys in encryption
of the capabilityto provide a betterlevel of performance,
but still with moresecuritythana completetrustedaccess.

4.3.2Preventing DeliberateGaming of the Model

A possiblethreatto theframework is thedeliberategaming
of themodelby maliciousapplications.For example,with
theknowledgeof trustmodelparameters(thethresholdy ,
a), it is possiblethat a maliciousapplicationcan access
storageblocks it is not supposedto accessuntil it gains
trustedmodeaccessand then it attemptsto accessunau-
thorizedblocks.Therearenumberof mechanismsthatcan
handlethis ef�ciently . Firstly, note that the trustedmode
accessis providedonly probabilisticallyandgainingtrust
abovethethresholddoesnot immediatelyguaranteetrusted
modeaccess.Secondly, asdescribedlaterin thetrustdistri-
butionaspectof theinfrastructure,applicationaccessesare
lazily veri�ed and any unauthorizedaccesspenalizesthe
applicationby revoking trustedmodeaccessanddropping
thetrustvalue.In addition,therearea numberof proposed
mechanismsin trust model research[14, 16] that handle
thesescenarios.As anexample,a singleunauthorizedac-
cess,which is of only oneblock,canbeusedto put theap-
plicationin a blacklistpreventingany furthertrustedmode
accessor the trust valuecanbe droppedmoredrastically,
which in conjunctionwith a low valueof a canseverely
limit trustedmodeaccessfrequency.

4.4. Trust Distrib ution

Now, wediscussthetrustdistributioncomponentof our
infrastructure.This detailsthemechanismsrequiredto ob-
tain theinformationnecessaryto computetrustratings.

Given the above trust model, MDS requiresstatistics
aboutthenumberof transactionsandthenumberof correct
transactionsfor eachclientateverystoragecontroller. Dur-
inganon-trustedmodeaccess,thesecuritylayeratthestor-
agecontrollercaneasilycomputethesenumbers.Both #tr
and#ctr aremaintainedascounters,with #tr incremented

for every accessand #ctr incrementedif the accesswas
grantedaftervalidatingthetoken.

On theotherhand,whenaclient accessesstoragein the
trustedmode,thetokenis notdecrypted,andthus,it cannot
beimmediatelyascertainedwhethertheaccesswascorrect
or not. In this case,we usean auditingmechanism.Note
thatevenin trustedmodeaccess,theMDS doesgiveavalid
token for the �rst time whenthe client requeststhemeta-
data. In order to catchany violations during the trusted
modeaccess,the securitylayer logs the encryptedtoken
alongwith the requestedblocksinformation. An auditing
processwill decryptthe token at a later time anddeduce
whethertheclient accessedthe right storage.Thus,while
in non-trustedmodetheoverheadsaredueto a decryption
andan encryption,the trusted-modeaccesshasthe over-
headof logging(extra writes for logs)andauditingwhich
areamortizedby thetotal numberof requests.We believe
that this mechanismwill still reduceindividual response
times.

In addition,we canextendthis auditingmechanismto
bea probabilisticmechanismaswell. For example,during
a trustedmodeaccess,a sampleof all accessesis actually
logged,thusreducingtheoverheads.Thesizeof thesam-
ple canbefurtherdeterminedbasedon client behavior, for
example,the numberof timesthe client accessedstorage
it is not authorizedto accessduringa trustedmodeaccess
(indicatingmaliciousbehavior). Wecontinueto investigate
this.

The trustedmodeaccesslogshave the following struc-
ture:

€ Credential � Token � TS1 � Block-1, Block-2, Š‹ŠŒŠ�•

wherethecredentialis theapplicationcredentialin the
trusted-modeaccess.Thetokenis the �rst token,thestor-
agecontroller received from the client when the trusted
modeaccesswasinitiated,TS1 is the timestampof a �rst
data requestusing this token and the blocks are the ad-
dressesof datablocks accessedby the client during the
trusted-modeaccess.TheTS1 entryof thelog is to prevent
thescenariowherea maliciousclient sendsanexpiredto-
kenandtriesto accesstheblocksallowedunderthattoken,
even after the accessrights were revoked3. The auditing
processlaterdecryptsthetokenandveri�es thattheblocks
accessedwereallowed underthe accessrights of that to-
ken. Note that it is possiblefor a client to usemultiple
tokenswithin a single trusted-modesession.In that case
all thosetokensarelogged.

The auditingprocesscaneitherbe locatedat the stor-
agecontrollerusing its free CPU cyclesor on a different
server (possiblyat oneof theMDS) which canaccessthe

3If themaliciousapplicationaccessesblocksoutsidetheextent list in
thetoken,it will becapturedby theauditingprocess



trusted-modeaccesslogs to updatethecounts.Themeta-
dataservers thenupdatethe trust ratingsin batchesperi-
odically. Thus,the trust rating is not modi�ed afterevery
client transaction,but ratheris modi�ed in batches.This
is doneto preventexcessive communicationsbetweenthe
controllerandtheMDS. If theauditingprocessis located
at theMDS, thetotaloverheadsarereduced,sincethetrust
ratingscanbeevaluatedduringtheauditingprocessitself.

It is possiblefor thestoragecontrollerto storethetrust
ratingsat thecontrollersitself andprobabilisticallydecide
whetherto verify thetokenor not. Thereasonwechosethe
MDS to storetrust ratingswas to have �e xibility in con-
trolling the trust process.For example,it would be easy
to updatethe trust model, changethe valuesof y and a
parametersor changethepolicy for grantingtrusted-mode
access.Also it is easierto performstatictrustsettings,for
exampleanadministratorcanexplicitly specifyanapplica-
tion to betrusted(say, a monitoringapplicationwhich has
accessto all storage)withoutwaitingfor it to gatheragood
trustrating. UsingMDS hostedtrustvalue,we have elim-
inatedthe needfor a controllerto have any knowledgeof
trustratings.

5. RelatedWork

Therehasbeensigni�cant amountof work in security
of out-of-bandvirtualizedSAN �le systems[3, 7, 11, 12].
Thesesolutionsarebroadlyall capability-basedsolutions
and differ in details of capability designand revocation
mechanisms.Anotherapproachtowardssecurityhasbeen
throughtheObjectStoreinitiative [6, 8, 4], in which data
is assumedto beaccessedin theform of objectswith each
objecthaving associatedaccessrightswith it. All of these
solutionsattemptto provide secureprotocolsfor complete
securityundertheir assumedmodels. Our work is distin-
guishedfrom theprior researchdueto thetradeoff mecha-
nismsin which we chooseto differentiatebetweenclients
and the databeingrequested,andgive different levels of
performance.The tradeoff mechanismis designedin the
form of a trust framework, utilizing the trust relatedwork
in P2P, andecommerce[2, 1, 15, 13, 9]

6. Conclusionsand Future Work

In this paper, we presenteda trust framework which
is usedto provide different levels of securityandperfor-
manceto distinct clients basedon their systembehavior.
Thetrustmodelis customizableanddynamicto automati-
cally promoteandrevokethelevelsof accessto theclients.
In addition, the model canbe easily extendedto provide
differentlevelsof securitybasedon thenatureof databe-
ing requested.We alsopresentedthe interfaceof the trust

framework with a block-level securitysolutionfor a SAN
�le system.In the future,we plan to empirically evaluate
theframework designfor variousbenchmarksandalsoin-
creasetheef�ciency of thetrustdistributioncomponent.
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