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Introducing an application into a data center involves complex
interrelated decision-making for the placement of data (where to
store it) and resiliency in the event of a disaster (how to protect it).
Automated planners can assist administrators in making intelligent
placement and resiliency decisions when provisioning for both new
and existing applications. Such planners take advantage of recent
improvements in storage resource management and provide guided
recommendations based on monitored performance data and
storage models. For example, the IBM Provisioning Planner
provides intelligent decision-making for the steps involved in
allocating and assigning storage for workloads. It involves planning
for the number, size, and location of volumes on the basis of
workload performance requirements and hierarchical constraints,
planning for the appropriate number of paths, and enabling access
to volumes using zoning, masking, and mapping. The IBM Disaster
Recovery (DR) Planner enables administrators to choose and
deploy appropriate replication technologies spanning servers,
the network, and storage volumes to provide resiliency to the
provisioned application. The DR Planner begins with a list of high-
level application DR requirements and creates an integrated plan
that is optimized on criteria such as cost and solution homogeneity.
The Planner deploys the selected plan using orchestrators that are
responsible for failover and failback.

Introduction

With the continued growth toward petascale storage

requirements, enterprise storage area networks (SANs)

are increasing in size and complexity. Customers are

continually purchasing and adding new storage

subsystems, fabric switches, and servers. Management of

these complex interconnected environments is a

challenging task and is turning out to be the primary cost

component in most data centers, often significantly more

than hardware costs. With the increasing size and device

types, several common tasks that were hitherto performed

manually as an art, such as provisioning storage for

workloads and disaster recovery (DR) planning, have

become increasingly complex for administrators. Manual

planning tends to be slow, expensive, and error prone and

does not scale. Furthermore, until recently there were no

suitable SAN resource management tools that were

capable of collecting all of the necessary configuration

and performance numbers from the various storage

components into one place to facilitate automated

planning and analysis. Hence, much of the planning work

was done either by expert consultants or by extensive

over-provisioning, both of which are expensive and

intolerable as storage demands and costs rise.

Recent developments in SAN monitoring tools have

greatly advanced the state of the art. Products such as the

IBM TotalStorage* Productivity Center (TPC) [1] and

EMC ControlCenter** [2] provide a good foundation by

monitoring SAN components and gathering the

configuration and dynamic performance information in

one common place with centralized control. By leveraging

these advances in SAN management tools, we present two

advanced planning tools that assist administrators in one

of their most important, yet highly complex, tasks of

application provisioning.

Introducing a new application into a data center SAN

is often a multiple-week activity requiring significant

manual effort. A lot of complexity is introduced by
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storage provisioning, its connectivity to application

servers, and resiliency planning for the applications.

Beginning with the basic storage capacity requirement,

administrators have to decide how many volumes to

create and what the individual sizes should be. Then,

understanding the nature of the workload performance

requirements—such as the number of I/O (input/output)

operations per second (iops), average transfer size,

read–write ratio, random–sequential mix, and response

time—administrators have to choose where to place the

volumes so there are no adverse affects on existing

workloads or the new storage. This is a challenging task,

as modern storage subsystems have sophisticated internal

structures with interlinked components and bottlenecks

can occur in multiple locations, including ranks, pools,

device adapters, host adapters, and processor complexes.

An overloaded device adapter, for example, will adversely

affect the performance of workloads in all the pools

under it. Therefore, care must be taken in allocating new

volumes so that none of the components in the hierarchy

is overloaded. Such hierarchical constraints and the

space–performance imbalances that exist among the

pools and workloads make this a highly challenging task.

Most of the existing work [3, 4] does not take such

hierarchical constraints into consideration.

Once the volumes are created, the next step in the

provisioning process is to set up the requisite number of

access paths from the volumes to the hosts. This number

depends on the level of redundancy desired, the I/O

rate expected, and any options for supporting multiple

paths between each host and storage subsystem that are

available on each of the hosts. Once the paths and port

pairs have been determined, the next step is to create

appropriate zones and zone sets to enable the ports on the

hosts to access the newly created volumes.

Next, the administrators must protect the provisioned

application from disastrous events such as subsystem

failures, configuration errors, or a complete site failure.

With the increasing automation of business processes and

the desire for continuous availability of enterprise

applications, planning for disasters has become an

economic necessity as well as a regulatory requirement for

most enterprises. DR planning for enterprise applications

requires coordination among multiple layers of hardware

and software, namely virtual machines (VMs), servers,

databases, file systems, IP (Internet Protocol) networks,

Fibre Channel fabrics, and storage controllers. Based

on rules of thumb and heuristics involving teams of

administrators and consultants with expertise in

different layers, the goal is to decide which replication

technologies to use, the number of replicas, and the

resource allocation for these replicas. Manual planning

becomes highly error prone and suboptimal with

increasing storage capacities, increasing heterogeneity of

device protocols, growth in the number of applications

and associated policies, and an ever-growing list of

replication technology choices with overlapping

functionalities available at the VM [5, 6], server, database

[7, 8], file system [9], and storage [10–12] levels.

Administrators need tools that can take application-

level DR requirements as input and generate a DR plan

with details of the replication technologies, their layer of

operation, and the associated primary and secondary

devices. Existing research in this domain does not address

this need; the focus has been on the subproblem of

selecting replication technologies within an individual tier

[13–15].

In this paper, we present intelligent placement and

resiliency planners that aim to assist the administrator in

provisioning and protecting application storage. We

describe the IBM Provisioning Planner, which identifies

appropriate locations for placing newly allocated

volumes. These are based on careful analysis of the

current utilization of the various subsystem components

and their suitability to serve the new workload

considering the hierarchical constraints and the space–

performance imbalances among the pools and workloads.

The Provisioning Planner also plans and sets up paths

between application servers and storage volumes,

avoiding port bottlenecks and improving resiliency. We

then present the details of the integrated DR planning

framework. Our current scope for end-to-end planning is

across multiple layers—storage systems, databases,

servers, and VMs. In contrast to individual layer

planners, the integrated planner analyzes tradeoffs

between overlapping protocols at different layers and it

generates DR plans with combinations of technologies

across layers, which is typically the case in real-world

deployments. Even within a particular layer, we

differentiate between similar replication protocols

provided by different vendors as they exhibit different

properties for resource usage and failure recovery.

Provisioning Planner
The Provisioning Planner is comprised of three planning

modules: volume, path, and zone. Each module works in

combination with the others to create a provisioning plan.

The Volume Planner takes as input the space (in

gigabytes) and performance requirements (e.g., I/O

demand, read–write ratio, and response time) of the new

workload and recommends the number and sizes of the

new volumes to be created as well as their locations.

These are based on careful analysis of the current

utilizations of the various subsystem components and

their suitability to serve the new workload considering the

hierarchical constraints and the space–performance

imbalances among the pools and workloads. The

architecture and design considerations of the Volume
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Planner are given in the next section. The answers are

provided as a recommendation to the administrator, who

can accept or refine it further. Once accepted, the volume

can either be created immediately or scheduled for later

creation.

The Path Planner takes as input the hosts and volumes

to which access must be provided and the number of

desired paths between them. To create multiple paths, the

multiple-path usage mode can be specified. Additional

redundancy can be added by selecting the fully redundant

paths option, which ensures that the paths are divided

evenly across the available SAN fabrics. The Path

Planner also analyzes the port utilization on both the host

and the volume sides to select suitable port pairs to serve

as paths. In order to avoid port bottlenecks, the port

selection automatically favors those that are on the same

fabric and are not already carrying a high level of other

I/O traffic, which can hurt the workload performance.

The Zone Planner takes the new portpairs as input,

compares them with the existing zone sets, and

recommends suitable modifications, either changing

existing zone sets or creating new zone sets to incorporate

the new portpairs. Zoning is a security feature that

uses the grouping of ports to both divide the SAN into

smaller segments and to restrict which ports on hosts can

access a port or set of ports on subsystems. This grouping

of ports is usually referred to as soft zoning. The policies

used by the Zone Planner and its methodology are

described in subsequent sections.

The three planners—volume, path, and zone—have

been implemented and are available as part of the IBM

TPC V3.3 product line [1] and can be invoked either

independently or in conjunction with one another. In the

latter case, the output from one serves as input to the

next.

Volume Planner

In this section we describe the architecture and algorithms

used in the Volume Planner. It takes as input the

following workload requirements:

� Amount of storage space required (GB).
� I/O demand (iops/GB).
� Average transfer size (KB/s).
� Desired RAID (Redundant Array of Independent

Disks) level.
� Sequential–random mix (percentage of each).
� Read–write mix (percentage of each).
� Cache hit rate.
� Peak activity time.
� Minimum and maximum volume sizes.

Given this input, the Volume Planner recommends the

number and sizes of new volumes as well as the locations

at which the new volumes should be created while

avoiding overloading any subsystem component based on

current utilization. Balancing the load in this manner

keeps the system predictable, ensures good response time

for applications, and increases the tolerance to

unexpected surges in workload demands.

Workload parameters can be entered directly or via a

workload template profile. These profiles allow for the

estimation of workload requirements when data is not

available or to use more generic workloads. The five

predefined workload template profiles are as follows:

1. OLTP (online transaction processing) standard—for

typical OLTP.

2. OLTP high—for very active OLTP.

3. Batch sequential—for batch applications involving

large volumes of data.

4. Data warehouse—for applications with inquiries into

large data warehouses.

5. Document archival—for document archival

applications.

The majority of application workloads typically falls

into one of these categories, so the administrator can

choose the one that closely matches his workload and can

further modify or scale one or more of its parameters.

Thus, workload profile numbers can be obtained either as

templates, as direct inputs, as predictions from other

workloads, or as a combination of the three.

Nominal costs and device models

An important concept in the Volume Planner is that of

nominal cost for a workload on a component. Nominal

cost is the cost (i.e., utilization) that is incurred on the

component if 1 GB of the new workload were to go

through it. The component can be a storage pool at the

leaf level, a device adapter, a host adapter, or a processor

complex at a hierarchy level.

The nominal cost, as expected, depends on the device,

the component capabilities (e.g., maximum sequential

read, maximum sequential write, and maximum random

read I/Os that can be handled), and the workload

parameters (e.g., iops, transfer size, read–write ratio, and

random–sequential ratio).

These nominal costs can be obtained using Disk-Magic

[16]-like white-box models (only internals can be viewed),

black-box models (only inputs and outputs can be

viewed), or device-specific calculations. The rest of the

Volume Planner is unaffected by how these nominal costs

are obtained, so any preferred available method can be

used.

Black-box models have also been studied for capturing

storage subsystem behavior. As suitable, reliable ones
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become available now or in the near future, they can also

be used to estimate component utilization for the

workloads.

For scenarios in which calling such device models in an

online fashion is not possible, a third, potentially less

accurate alternative is to infer utilization on the basis of

simple device capability calculations. For example, for a

device adapter or host adapter, given that

io-util ¼ rriops=max rriopsþ rwiops=max rwiops

þ ðsrmbpsþ swmbpsÞ=ðSSSZ�max rriopsÞ

and

txfr-util ¼ ðsrmbpsþ rrmbpsÞ=max srmbps

þ ðswmbpsþ rwmbpsÞ=max swmbps;

then

nominal-cost ¼ max io-util; txfr-utilf g;

where the prefixes rr, sr, rw, and sw refer to random read,

sequential read, random write, and sequential write,

respectively; the suffixes iops and mbps refer to the

corresponding I/O operations per second and megabits

per second, respectively; SSSZ refers to the sector size;

the numerators (e.g., rriops) refer to the current load

along that measure (e.g., number of random read I/O

operations per second), while the denominators (e.g.,

max_rriops) refer to the maximum that can be supported

along that measure; io-util and txfr-util capture the extent

to which the device is loaded in terms of the number of

I/O operations it can support per second and the number

of megabits it can transfer per second, respectively.

However the nominal costs are obtained—white box,

black box, or calculations—the rest of the Volume

Planner process is orthogonal to this. The main Volume

Planner algorithm that determines the number and sizes

of volumes needed and their load-balanced allocations on

the basis of current utilizations is described in the next

section. It assumes that the nominal costs are available.

Selection process: Configuration phase

In the configuration phase, the Volume Planner retrieves

the SAN configuration data from the database, the list of

available subsystems pruned by the user preferences, and

then eliminates storage pools that do not have adequate

available capacity to meet the minimum volume size

requirements. It then computes the current utilization

levels for each component on the basis of statistics

collected by the monitoring engine.

Selection process: Load-balancing phase

The Volume Planner uses the basic premise behind the

worst-fit approach but performs volume allocation in a

sophisticated manner (as described in next section) in

order to provide load-balancing at different levels of the

resource hierarchy.

The regular first-fit approach for memory management

selects the first available pool for allocating a new

volume, thus reducing allocation complexity at the

expense of performance. The best-fit approach attempts to

minimize fragmentation by selecting the most utilized

component that can fit a new volume. Once the most-

utilized pool is chosen, volumes are allocated to this pool

until it is depleted. While this strategy minimizes

fragmentation, it does not balance the load. The worst-fit

approach, on the other hand, uses the least-utilized

component to allocate new volumes. This strategy

attempts to minimize local regions of high activity.

However, not one of these approaches by itself addresses

the space–performance tradeoffs that exist between

storage pools or addresses the hierarchical bottlenecks

and utilization numbers at higher levels of the hierarchy.

Volume allocation algorithm

The volume allocation algorithm addresses challenges of

space–performance tradeoffs among storage pools and

the hierarchical bottlenecks and utilization numbers at

higher levels of the hierarchy. The algorithm input

parameters are required space (in gigabytes), minimum

volume size, maximum volume size, workload profile, and

resource graph.

The volume allocation algorithm is composed of two

stages: calculating the usable space at each node and

performing storage allocation. Usable space at each node

is a single number that captures the space and

performance utilization of the node and its hierarchy.

This metric is calculated using a three-step process:

1. For each node, determine how much new workload

(in gigabytes) can be put on the node locally before

its performance utilization exceeds the target

percentage.

2. Adjust for the parent limitation of each node in a

top-down, depth-first manner by setting the node

usable space metric to the parent metric when the

parent is smaller.

3. Adjust for the child limitations upward to the parent

limitations in a depth-first manner by the parent

usable space metric to that of the sum of its children

when the child sum is greater than the parent.

The resulting usable space metrics are used to filter out

all possible targets that do not meet the minimal

threshold requirements and to select the best targets from

the remaining targets. After filtering, the remaining pools

are sorted in decreasing order on the basis of the usable

metric. Suitable volumes are then found by traversing this
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list and finding the volumes with parameters that meet the

performance and size requirements, giving selection

weight to the pools higher in the list. Additional details

can be found in Reference [17].

Other related considerations in volume planning

Unassigned volumes

Often there may be volumes in the system that are not

currently being used for any workload. This could be

either because the workload for which they were created

has been removed but the corresponding volumes have

not been removed or because an administrator has

created volumes in advance. The Volume Planner gives an

option to reuse such existing unassigned volumes. If

selected, the Volume Planner first checks whether

unassigned volumes exist in the current selected pool. If

so, it recommends them before recommending creation of

a new volume in that pool.

Space-only mode

Along with the five predefined templates for workload

performance profiles, the Volume Planner provides a

sixth fallback option: space-only mode. In this mode, the

volume recommendations are based only on the space

requirement. Intended primarily for backward

compatibility for administrators familiar with space-only-

based allocations, this is also useful for over-provisioned

scenarios in which performance is not a critical concern.

The minimum volume size and maximum volume size

requirements will still exist, and the Volume Planner

implements this mode by setting nominal costs to zero or

to very small numbers.

Path Planner

In this section, we briefly describe the Path Planner,

which helps choose a suitable number of paths from the

hosts to the volumes after the volumes and their locations

are determined. This is dependent on the type of

multipathing supported on the hosts, the amount of

redundancy required, and the I/O rate desired from the

hosts to the volumes. Once the number of paths is

determined, the planner then helps choose port pairs on

the host and subsystem that are not already carrying a

high load of other traffic.

The Path Planner takes as input the list of hosts and the

volumes they must access, the desired I/O rate from the

hosts to the volumes, whether fully redundant paths are

required, if multiple paths are to be used, and whether the

mode is failover, load-balancing, or round-robin.

In failover mode, the multipath driver on the host uses a

single path through the SAN until a failure occurs along

the primary path. At that point, the driver switches to

using a backup path. In load-balancing mode, it directs the

packets across the available paths on the basis of the load

on each path and the response time to each controller.

The direction strategies used depend on the specific

multipath driver. In round-robin mode, the driver places

packets on the available paths in a round-robin fashion.

Although this provides a reasonably even distribution of

the current workload among the available paths, it does

not take into account the load already existing on the

paths from other workloads and the path-dependent

delays.

The Path Planner checks the capabilities of the drivers

and their compatibility with the selected subsystems and

the chosen multipath options. If there is a mismatch or

incompatibility, it raises a warning flag. Otherwise, it

selects a suitable set of host initiator and subsystem target

port pairs on the same fabric to serve as paths for this

volume. The pairing needs to be done carefully to ensure

that the ports are not already overloaded and that there

are enough pairings possible for all the hosts given their

fabric connectivity.

The pairing process is composed of three components.

The first two analyze the port and connectivity data in the

storage resource manager database to calculate a port

load metric for each port and assign a host ranking. These

metrics, along with the list of host and subsystems ports,

serve as input to the port pairing process to produce the

datapaths.

Port load metrics—A load metric is calculated for each

host and subsystem port on the basis of the number of

I/O connections and the relative amount of total traffic

each port is supporting. The necessary input data for this

calculation comes from the TPC storage management

database. When no performance data is available, the

load metric is calculated using only the I/O connection

information.

Host ranking—The hosts are ranked so that the hosts

with the least number of available storage controller

paths are processed first. The number of storage

subsystem ports available to each host port is found on

the basis of the fabric it uses and is then summed for each

host. The host list is ordered according to the ranking so

that the hosts with the lower number of possible

subsystem ports are toward the top of the list.

Port pairing—Datapaths are constructed by pairing

host and subsystem ports to ports with the least load on

the basis of the port load metrics. Starting with the first

host in the host ranked list, the host port with the lowest

metric is found. Next, the storage subsystem port with the

lowest metric that is attached to the same fabric as the

host port is found. The resulting datapath port pair is

added to the datapath list. The load metric for each port

is adjusted to reflect the added traffic from this datapath.

The process is repeated for the next host.
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Once the pairing process has created one datapath for

each host, the next datapath is constructed. When the

fully redundant path policy is selected, the port-pairing

process selects the host initiator port from the set of ports

that are members of fabrics that are different than the first

host initiator port; otherwise, the next host initiator port

will be selected only on the basis of the port load metric.

When this round of port pairing is complete but the

number of datapaths for each host is not yet complete,

the pairing process continues until the required number of

datapaths has been created.

The final output is composed of the target initiator port

pairs that determine the paths between the hosts and

storage subsystem.

Zone Planner

Once the volumes have been created and the paths and

port pairs are determined, the next step is to set up zones

to enable the hosts to access the volumes.

Zoning is a security feature in SANs that limits which

host ports can access which one or more storage

subsystem ports. Only host–subsystem port pairs that

occur together in the same zone are allowed to access

each other. Thus, when new storage is being provisioned,

the host initiator port and the target subsystem port

should be zoned together by either creating a new zone or

updating an existing zone. To do this, the zones and zone

sets that are already in use and the zoning guidance

policies or validation policies that are in effect must be

determined.

The Zone Planner helps to determine the appropriate

zone changes. The inputs to the Zone Planner include the

new host–subsystem port pairs that must be zoned

together, and the guidance and validation policies (e.g.,

maximum number of zones and maximum number of

zone members per zone) that are in effect.

Guidance and validation policies—A guidance policy

can be selected from among the following:

� One zone per host bus adapter (HBA).
� One zone per host.
� One zone per group of hosts that run a single

application.
� One zone per storage controller.
� One zone per storage controller type.

Sample validation policies include the following:

� Two HBAs from different vendors should not be in

the same zone.
� Two controllers of different types should not be in the

same zone.
� The maximum number of members in a zone ¼ Nm

(parametric policy).

� The maximum number of zones in a fabric ¼ Nz

(parametric policy).

These policies are derived from the best practices

developed by the IBM SAN Central team over several

years. The primary motivation for these best practices is

to avoid potential incompatibilities and problems that

can arise when mixing and matching devices from

different vendors. The maximum Nm and the maximum

Nz are fabric policies that allow enforcing known

limitations that may exist in the storage fabric.

The Zone Planner uses a two-stage process for creating

zones that satisfy both the guidance and validation

policies. The initial zones are created using the largest

granularity in each zone that satisfies the guidance policy

and the basic zoning best practices.

After the initial zones are created, they are validated

against the selected validation policies. When a validation

policy is violated, the zones are adjusted to satisfy the

validation policy while continuing to still meet the

conditions of the initial guidance policy. An alert is raised

when the zoning cannot be adjusted to satisfy all the

violation polices using zoning best practices.

The Zone Planner can be invoked in conjunction with

the Volume Planner and Path Planner, in which case the

host and subsystem port pairs are obtained directly from

the Path Planner output. It can also be invoked directly

by the user specifying the host ports and target ports they

would like to add in the zones.

The output from the Zone Planner is the set of new

zones to be created and the existing zones to be updated.

Combined orchestration

When the three provisioning planning modules are

invoked in conjunction with one another, the output from

one becomes input to the next.

The planners have been implemented and are available

as part of the IBM TPC V3.3 product line. See [18] for

additional details and user interface screens. If the

planners are invoked together, the result is the set of

volumes to be created and the set of zone changes to

enable the hosts to access those new volumes. The

administrator can choose to accept the recommendations

or refine them further. If accepted, the TPC storage

management tool can be invoked to execute those

recommendations by creating the new volumes and

setting up the zones. The administrator can choose

whether to do it immediately or schedule it for a later

time.

DR Planner
Critical enterprise application downtime can translate

into millions of dollars in losses for the enterprise [19].

Typically, at the time of provisioning resources for an

S. GOPISETTY ET AL. IBM J. RES. & DEV. VOL. 52 NO. 4/5 JULY/SEPTEMBER 2008

6



application, administrators want to ensure protection for

disasters such as site failure, server failure, storage

subsystem failure, virus failure, and configuration errors.

The planning for application-level DR includes multiple

layers, namely VMs, servers, networks, and storage

subsystems, with each layer supporting one or more

replication technologies that overlap in functionality with

other layers. Given an administrator-specified list of

application-level DR requirements, it is a nontrivial task

to generate a plan of replication technology

configurations at each layer. Further, deployment of such

a plan would require expertise in multiple technologies. In

this section, we describe the DR Planner, which aims to

address these issues by automating the process of end-to-

end DR planning and deployment. We start with key

terminology and a brief background of DR technologies,

followed by the design details of the DR Planner.

DR terminology and background

In describing the details of the DR Planner, we use

terminology commonly used in DR planning. DR

requirements are specified for a data source, which is a

logical entity representing an application, database, or file

system that requires protection against disasters. The

requirements are specified as one or more profiles, where

each profile specifies the failure protection type (site,

subsystem, virus) and the corresponding values of the

recovery point objective (RPO), recovery time objective

(RTO), and the application impact. RPO is expressed in

seconds or minutes and corresponds to the loss of updates

the user is willing to tolerate in the event of a failure; it

represents how quickly the updates are propagated from

the primary to the secondary data sources. The RTO,

expressed in seconds or minutes, corresponds to the

system downtime; major online portals usually have

RTOs of less than a minute. Application impact

corresponds to the added latency, in milliseconds, to the

application due to data replication. The term failover

refers to the recovery after a failure—switching from the

primary copy to the secondary copy.

DR technologies

A number of replication technologies are available from

various vendors at multiple layers in the invocation path:

VMs, physical servers, databases, file systems, appliance

gateways, and storage controllers. In this section, we

briefly describe some of the most prevalent technologies.

Server failover technologies include server clustering

solutions, such as the Symantec Veritas** Cluster Server

(VCS) and IBM High Availability Cluster

Multiprocessing (HACMP), that use a heartbeat

mechanism (which periodically polls whether the servers

are operational) to detect server failures and, in response,

migrate applications from a failing node to a healthy

node. Server virtualization technologies such as VMware

[20] and Xen [21] also provide application VM migration

mechanisms. Recent developments in VM backup

technology offer great opportunities to advance the state

of the art. One such development is the VMware VM

Snapshot technology [20]. The VM snapshot captures the

entire state of the VM at the time of the snapshot,

including the state of all the VM disks, the contents of the

VM memory, and the VM settings. By reverting to an

existing snapshot, the application can return to the same

state as that at the time of the snapshot. This provides

significant RTO advantages, as the application does not

require restarting after a failure. Additionally, this

technology is useful to protect against accidental VM

deletions.

Storage replication technologies can be broadly

classified into synchronous or asynchronous replication

and volume duplication by means of split-mirror or copy-

on-write (point-in-time) techniques [22]. Synchronous

replication ensures that each write to disk is immediately

copied to the secondary site. This ensures zero data loss in

the event of a failure (zero RPO), but at the cost of high

application performance impact. With asynchronous

replication, write completions are returned to the

application once they have been committed to the

primary disk. Updates on the secondary volume are

performed at a later time. This is useful for long-distance

replication, but the RPO and RTO may be significant.

Split-mirror or point-in-time replication provides an

instantaneous copy of a storage volume with minimal

impact on the application. It is useful for preserving the

point-in-time images at different time instants and is used

to recover from human or application errors or failures

caused by viruses.

DR Planner

Figure 1 shows the architecture of the DR Planner. We

briefly introduce the key modules with details in the

following sections.

Discovery engine—Finds the servers, network, and

storage devices associated with applications and gathers

static device configuration, interconnectivity data,

dynamic performance statistics, and event logs.

Additionally, it collects configuration information about

databases and other installed software. There are several

management offerings such as IBM TPC [1] and the EMC

ControlCenter [2] that automate discovery and

monitoring of the information technology infrastructure.

DR Planner uses IBM TPC for discovery.

Knowledge base—Consists of information defined by

the system designer and administrator for best practices

and replication technologies. The recipe templates express

well-known replication technology configurations

corresponding to a certain set of DR requirements. The
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technology catalog lists canonical models of available

replication technologies from various vendors that

operate at the VM, database, and storage controller tiers.

For each replication technology, the catalog defines the

technology class, DR specifications (RPO, RTO, and

application impact), resource usage models in terms of

the CPU (central processing unit), I/O, and network as a

function of the load characteristics, and protocol

taxonomy (in terms of fault coverage, copy divergence,

propagation order, and acknowledgment). Additionally,

the knowledge base also defines interoperability

constraints and composition constraints of technologies

for which the target volume of one replication

configuration serves as the source for the other.

Matchmaker module—Responsible for finding

combinations of one or more replication technologies

that can be used to satisfy the DR requirements specified

by the administrator. The Matchmaker module finds

options using the best-practice templates as well as

composition of technologies from the catalog.

Optimizer—Finds a feasible solution that can be

deployed given the following:

� The DR options generated by the Matchmaker for

one or more enterprise applications.
� The RPO, RTO, and resource usage properties of

each solution.
� The available resource usage.
� Administrator-defined priorities and objective metrics

such as cost, application latency impact, and

homogeneity of technologies.

Runtime orchestrator—Technologies across multiple

layers need to synchronize during normal operation (e.g.,

a storage point-in-time copy needs to be synchronized

with a freeze of operations at the VM level) as well as

during failover (e.g., restart an application, first restart

storage, then VM, followed by the application). Most

replication technologies have scripts and commands for

failover and periodic synchronization; DR Planner

orchestrates their invocation using predefined work flows

for technology combinations at different tiers.

Knowledge base

The ability to find replication options in DR Planner is

only as good as the information in its knowledge base.

Ideally the knowledge base should be continuously

updated by vendors releasing new technologies. Best-

practice templates are typically obtained from case

studies, product documentation, and analysis of deployed

solutions.

Best practices

Best practices capture the inherent knowledge of a DR

expert. In DR Planner, there are four different types of

best practices: interoperability constraints, functionality

class templates, solution templates, and orchestration

workflows.

Interoperability constraints—A prerequisite table of

version and vendor details for instantiating a particular

replication technology including server, fabric, and

storage controller interoperability. It also defines

prerequisites for automation technologies (e.g.,

cascading, where the secondary copy of technology A

serves as a primary for technology B).

Functionality template—Maps the DR requirement,

such as site protection, to a set of one or more technology

functions that need to be supported by the replication

configuration. The DR Planner prototype maps the DR

requirements to the following functionality classes:

server-level clustering, VM snapshot facility, database

snapshot facility, synchronous database copy facility,

asynchronous database copy facility, storage flash copy,

synchronous storage copy, and asynchronous storage

copy.

Solutions template—A recipe to satisfy two or more

DR profiles. Each template defines details of the recipe in

terms of the number of copies, the replication technology,

and any restrictions in terms of cascading replication

technologies. A commonly used solution template is a

synchronous replication followed by an asynchronous

replication. This template provides site protection across

intercontinental distances as well as site protection within

300 km at the same time. Further, the secondary copy has

an RPO of zero.

Figure 1

The Disaster Recovery (DR) Planner architecture. (GUI: graphical 

user interface; VM: virtual machine.)

Discovery engine

Matchmaker

Optimizer
GUI

Orchestrator

VM

executor

DB

executor

Storage

executor

Interoperability catalog

DR technology catalog

Templates

Composition model

Knowledge base

DR Planner DR Planner

Resource information

Resiliency

requirement

S. GOPISETTY ET AL. IBM J. RES. & DEV. VOL. 52 NO. 4/5 JULY/SEPTEMBER 2008

8



Orchestration templates—Consist of workflows for

synchronization and failover operation across

technologies that exist at different levels. The templates

define sequences of do and undo and freeze and resume

operations for combinations such as VM snapshot with

database snapshot. Additional details are described in the

section on orchestration.

Replication technology catalog

The replication technology catalog consists of canonical

models for replication technologies that capture

information required for the planning process. A

replication technology is a tuple of ,ServiceClass,

Resource.. Resource represents formulas that predict

the host CPU usage in cycles per second, IP network

usage, and storage utilization as a result of replication

setup for given application workload characteristics. The

parameters in the application workload parameters are

the write rate and the percentage of in-place rate during a

specified time window.

ServiceClass is a triplet of functionality, layer, and

properties. Functionality defines the operation of the

replication technology, such as database snapshot or

storage flash copy. Layer is the operation level, namely

VM, server, database, or storage. Properties are

represented by four parameters: RTO, RPO, latency

impact, and distance constraint (in miles). The property

values are typically available in product documentation

for the replication technology.

Matchmaker module

For each business-critical application, the administrator

specifies requirements as one or more DR profiles. The

Matchmaker uses these profiles as input to search the

knowledge base for replication technologies that can be

applied to satisfy the requirements. Formally stated, the

input to the Matchmaker is a set of DR profiles for an

application: DRApp ¼ fDR1, DR2, ..., DRng. The
output as shown in Figure 2 is a set of candidate solutions

in which each solution is either a single replication

technology instance (TI) or a combination of instances at

the VM, database, or storage levels: SolApp ¼ f,TI5,

TI7 .,, TI6, TI7 .,, TI5, TI3 .,, TI6, TI3 .g.
To find replication technology options, the

Matchmaker uses a combination of two searches: either

searching solution templates for popular DR solutions

that can match the specified DR requirements or using

functionality templates to map DR profiles to technology

requirements and searching the technology catalog. The

outcome of the two searches is consolidated in SolApp.

Solution templates have an advantage in mission-critical

applications in which enterprises may not be willing to

experiment with new combinations of replication

technologies, thus preferring a template-based approach.

The disadvantage of the template-based approach is that

there are fewer solution choices, especially if the DR

requirements of an enterprise are uncommon. The

template-based approach restricts itself to the expert-

codified combination of solutions (which in many cases is

a very small portion of the search space).

The matchmaking process can be described using four

broad scenarios:

1. The DR requirements of the application consist of a

single DR profile (e.g., virus protection only) that

matches a template or technology in the knowledge

base.

2. The DR requirements consist of more than one DR

profile that is satisfied by a single template or

technology. Another variation is that each DR

profile is independently satisfied by the technology,

in which case the solution is a combination of more

than one technology.

3. Individual DR requirements (such as site-level

protection) can be satisfied only by using a

combination of technologies.

4. One or more DR requirements do not match with

any template or technology, resulting in the planning

process raising an alert for human intervention.

For cases 1 and 2, the Matchmaker instantiates results

from solution templates and the catalog. For case 3,

matchmaking is more involved, requiring calculation of

DR properties of a composite technology that given the

canonical models of individual technologies is nontrivial.

DR Planner uses inductive composition logic to solve this

problem. The problem of composition can be formally

Figure 2

Output of the Matchmaker module.
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stated as follows: Given the canonical models of two

technologies A and B, predict the ServiceClass and

Resource for the composite technology of A and B.

The composition can be either a sequence of A and B

(A! B), where A is the primary copy of technology B, or

A and B in parallel (AjjB), where the primary copy for

technology A is also the primary copy of technology B.

Approximating Resource for the composition is fairly

straightforward since it is an additive function. Similarly,

among the ServiceClass parameters, latency is additive,

but RPO and RTO are not simple to predict because each

requires understanding the protocol details for A and B.

The rest of the section describes details of inductive

composition logic to address this problem.

A simple representation of composition logic is to have

formulas for all possible technology combinations. For

example, consider the composition of synchronous data

replication using metro mirror (MM) with asynchronous

long-distance global mirror (GM). As shown in

RTOðMM! GMÞ ¼ RTOðGMÞ þ D

and

RPOðMM! GMÞ ¼ RPOðGMÞ þ RPOðGMÞ;

the formulas are derived by observing that the recovery

step consists of putting the target copy of GM online and

making it accessible to clients. Hence, the recovery time

equals RTO(GM) and a D, where D captures the time it

takes for changing the routing table. Similarly, the

formula for RPO is based on the observation that data

staleness is added along the sequence. The limitation of

this approach is the large number of compositional

formulas that have to be created beforehand.

In inductive composition logic, formulas are defined

for categories of replication technologies and framed in

an inductive manner where point B (or single-copy)

replication technology is attached either in sequence or in

parallel with a composite replication technology A. The

technology categories are similar to those for functionality

templates. The formulas given to DR Planner are

configurable and based on a detailed study of the

replication technologies.

Optimization module

An enterprise typically has multiple applications that are

important to its business. Given their individual DR

requirements, the Matchmaker generates a set of

solutions for each application. The goal of the Optimizer

module is to instantiate the best option for each

application on the basis of its priority, ensuring that the

overall objective function (such as cost, RPO, or

homogeneity) is optimized. Figure 3 shows the search

space complexity, which is NP-hard. Similar complex

problems, namely the allocation of data to storage

systems [23], are addressed using heuristics; the DRPlanner

implements the heuristic algorithm relax-rank-resolve

(R3) to decide the selection of replication configuration

for each application.

Assume the objective function is finding the least-cost

solution thatminimizes theRPOof each application on the

basis of its priority. TheR3 algorithm begins by finding the

candidate secondary devices to instantiate solutions for

each application while creating independent partitions of

applications that do not have any secondary devices in

common. The intuition is that two applications that are not

sharing any target servers, storage, or fabric can therefore

be independently optimized. The partitioning involves

instantiating solutions and determining the potential target

devices. For example, to instantiate synchronous data

replication using peer-to-peer remote copy (PPRC) [24],

the DR Planner will search for devices in the infrastructure

that support the interoperability constraints defined in the

knowledge base. In addition to the target devices, the

partitioning also takes into account the interconnecting

storage fabric and IP network between the secondary and

the primary application devices. It is not uncommon for

applications in the enterprise to be running on independent

silos of SAN with dedicated hardware.

Relax refers to parameter relaxation. For applications in

the same partition, we find the server, network, or storage

resources that are the most constrained, that is, those

having limited spare bandwidth (found using theminimum

flow technique [25]) and that are labeled as the relaxation

parameter used in the next step of ranking. Replication

technologies typically add to the resource overheads

depending on the tier of operation in the invocation stack,

where each may need different types of resources, namely

CPU, local and remote networks, and SAN bandwidth.

Analyzing the system from the perspective of available

resources helps to filter out a significant subset of solutions

Figure 3

The optimization search space.
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for which replication may result in additional overhead on

an already constrained resource.

Rank does a two-dimensional sorting of the solutions

for each application, where the two dimensions are the

relaxation parameter (e.g., intersite network bandwidth)

and the objective parameter (e.g., cost). The goal is to find

a solution with the lowest cost in combination with the

lowest use of network bandwidth. DR Planner uses the

Skyline algorithm [26] of information retrieval to find

such solutions. An example of the Skyline approach is

shown in Figure 4, which shows the ranking of plans

labeled from a to j. In the example, if the available

bandwidth was 300 Kb/s, the ranking would select plan g

as the highest ranked plan.

Resolve is a greedy bin-packing process whose goal is to

minimize
PApp

i¼0 Pi � RPOi, where Pi is the priority of

application. The algorithm picks the highest ranked

solution for each application in the partition and tries it

to bin-pack in the available resources. If the bin-packing

fails, the second highest ranked solution (for the lowest

priority application) is selected and bin-packing is retried;

this process repeats until a solution is found or all the

options are explored. If the bin-packing succeeds, the

result along with the objective value is saved and the

process can be repeated with the next relaxation

parameter. Figure 5 illustrates the working of the bin-

packing formulation.

Conclusions and related work
In this paper, we presented an end-to-end planner to

assist administrators in planning and provisioning storage

on the basis of capacity, workload, and resiliency

requirements.

According to our survey, there is no application-based

end-to-end planner that performs the planning operation

on the basis of capacity, workload, and resiliency in a

cohesive fashion. However, several research contributions

and product offerings try to address these requirements as a

piecemeal solution. Related to provisioning planning is

capacity planning, which typically deals with planning for

new storage infrastructures or extending existing ones.

Currently, many capacity planning tools are available

such as SAN Designer from Computer Associates [27],

research prototypes for capacity and SAN planning from

Hewlett-Packard such as Minerva [3], Ergastulum [28],

Hippodrome [4], and Appia [29]. Research in the area of

DR has focused mostly on replication mechanisms that

allow for the efficient replication of data. Reference [12]

lists a large number of replication technologies available

from IBM, and various vendors provide similar

functionality [30]. Azagury et al. [22] present advanced

point-in-time copy technologies, and Ji et al. [31] present

the mirroring replication technology Seneca that advances

the state of the art in asynchronous replication

mechanisms. Recently, the actual task of DR planning has

attracted attention from researchers. Keeton et al. [13–15]

present a formal framework for studying storage system

dependability and propose methodologies for DR

planning and details of the actual recovery process for a

single application. Gaonkar et al. [32] extend that to

include support for shared applications. Research is

ongoing in the area of service-level-agreement-based data

center management [33], and migration [34] for dynamic

resource provisioning also needs to be incorporated.

Figure 4

Skyline ranking for two-dimensional sorting.
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Figure 5

Resolve bin-packing formulation algorithm.

Objective:         i�0  Pi ·  RPOi

Constraints:

RPOi  is the RPO for the ranked solution for Appi 
for  (solution from each App) do

  Find tuples for <CPUi, DevID>, <Neti, DevID>, <Stgi, DevID>

end for

for (device in infrastructure) do

 Get average utilization in formation to find tuples <CPUavail,

 DevID>, <Netavail, DevID>, <Stgavail, DevID>

end for

if Match the resource requirements of solutions to the devices then

 return objective value

else

 return �1 

end if    

App
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For a complete autonomic data center management

system, resource planning, provisioning, migration, and

optimization must be done in a cohesive fashion. We

believe the suite of tools described in this paper advances

the state of the art.

*Trademark, service mark, or registered trademark of
International Business Machines Corporation in the United States,
other countries, or both.

**Trademark, service mark, or registered trademark of
EMC Corporation, Symantec Corporation, or Sun Microsystems
in the United States, other countries, or both.
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